32 CFR Parts 2001 and 2003 Classified National Security 
Information; Final Rule 


Classifed Nationalsecu rity Inform ation 

AGENCYiIrform ation Security 0 versightO f fe (EO 0 ), National Archives 
and Records Adm inistration (NARA). 

ACTBN : In plem enting directive; fmalrule. 


SUM M ARY: The Inform ation Secu rity 0 versightO f fe (EO 0 ), National 
Archives and Records Adm inistration (NARA), is publishing this 
D irective as a fmalrule and pursuantto Executive 0rderl3526 
(hereafterthe 0 rder), relating to classifed nationalsecurity 
inform ation .The Executive order prescribes a uniform system for 
classifying, safeguarding, and declassifying nationalsecu rity 
inform ation. Italso establishes a m oniloring system to enhance its 
ef fctiveness.This D irective sets forth guidance to agencies on 
originaland derivative classifiation,downgrading,declassifiation, 
and safeguarding of classifed nationalsecu rity inform ation . 

DATES : Ef f ctive Date:line 25,2010. 

FOR FURTHER H FO RM ATB N CONTACTS illiam J. Bosanko, D irector, 

Inform ation Security 0 versightO f fe,at202-357-5250. 

SUPPLEM ENTARY I\l FO RM ATB N :This fmalrule is issued pursuantto the 
provisions of5 .1(a) and (b) of Executive 0 rclerl3526, issued Decern ber 
29,2009, and published Jbnuary 5,2010 (75 FR 707), and am ends 32 C FR 
part2001 published on Septem ber22,2003 (68 FR 55168).The purpose of 
this D irective is to assist in in plem enting the Order;usersofthe 
Directive shall refer concurrently to thatO rder forguidance. As of 
Novem berl7,1995,E00 becam e a partofthe NationalArchives.The 
Archivist of the United States (the Archivist) delegated the 
in plem entatbn and m onitoring functions of this prog ram to the D irector 
of EO 0 .The d rafting, coordination, and issuance of this D irective 
fulfils one of the responsibilities of the in plem entation delegated to 




the DirectorofEOO . 

This rule is being issued as a fmalrule without prior notice of 
proposed rulem akiig as allowed by the Adm inistrative Procedure Act, 5 
U .S .C . 553 (b)(3)(A) for rules of agency procedure and interpretation . 

The interpretive guidance contained in this rule wiLlassistagencies 
in in plem enting Executive 0 rderl3526,which was issued on Decern ber29, 
2009. N ARA has also determ ined that delaying the ef Active date for 30 
days is unnecessary as this rule updates the existing Directive 
in plem enting Executive 0rderl2958,asam ended.M oreover, since 
Executive 0 rder 13526 be com es ef Active on line 27,2010, Federal 
agencieswiLlbeneftin m ediately by having up-to-date E0 0 guidance, 
and any delay in the ef Active date would hinderagency procedure and 
be contrary to the public interest. 

Regulatory In pact 

This rule is nota signif cant regulatory action forthe purposes 
of Executive 0 rder 12866 .This rule is nota m ajorrule as defined in 5 
U .S .C . C hapter8, Cong ressionalReview of Agency Rulem a king . As 
required by the Regulatory Flexibility Act,we certify thatthis rule 
willnothave a signif riant in pacton a substantialnum berofsm all 
entities because itapplies only to Federalagencies. 

List of Subjects in 32 CFR Parts 2001 and 2003 

Archives and records, Authority delegations (Govemm entagencies), 
Classifed inform ation, Executive orders, Freedom of Inform ation, 

Inform ation, Intelligence, Nationaldefense, Nationalsecurity 
inform ation, Presidentialdocum ents, Security inform ation, Security 
m easures, Standard Form s. 


0 

Forthe reasons setforth in the pream ble,the Inform ation Security 
0 versight 0 f £e,NARA,isam ending 32 CFR C hapterXX as follow s: 
0 

1.Title 32 ofthe Code of FederalRegulations, part 2001, is revised 
to read as follow s: 


PART 2001 --C LASSF1ED NATDNAL SECURITY I\l FO RM ATI) N 



Subpart A-Scope of Part 
Sec. 

2001.1 Purpose and scope. 

S u b p a rt B --C Ta ssif ca tb n 

2001.10 C la ssif cation standards. 

2001.11 0 rig in a l cla ssif cation authority. 

2001.12 Duration of classif cation . 

2001.13 Classif cation prohibitions and tin itatbns. 

2001.14 Classif cation challenges. 

2001.15 Classif cation guides. 

2001.16 Fundam entalclassifcation guidance review. 

Subpart C-Hentif cation and Markings 

2001.20 General. 

2001.21 0 rig inal cla ssif cation . 

2001.22 Derivative classif cation . 

2001.23 Classif cation m arking in the electronic environm ent. 

2001.24 Additionalrequirem ents. 

2001.25 D e cla ssif cation m arkings. 

2001.26 Autom atic de cla ssif cation exem ption m arkings. 

SubpartD --Declassifcation 

2001.30 Autom atic d eclassif cation . 

2001.31 System atic declassifcation review. 

2001.32 D eclassif cation guides. 

2001.33 Mandatory review to r declassif cation . 

2001.34 Referrals. 

2001.35 D isc re ternary declassif cation . 

2001.36 Classif ed inform ation in the custody of private 
organizations orindividuals. 

2001.37 Assistance to the Departm entofState. 

Subpart E-Safeguarding 

2001.40 General. 

2001.41 Responsibilities of holders. 

2 001.42 Standards for security equipm ent. 

2001.43 Storage. 

2001.44 Reciprocity of use and inspection of facilities. 

2001.45 Inform ation controls. 

2001.46 Transm ission . 

2001.47 Destruction. 

2001.48 Loss, possible com prom ise, or unauthorized disclosure. 

2001.49 Specialaccess program s. 

2001.50 Telecom m unications, autom ated inform ation system s, and 



network security. 

2001.51 Technicalsecurity. 

2001.52 Em ergency authority. 

2001.53 Open storage areas. 

2001.54 Foreign govemm entinform ation. 

2001.55 Foreign disclosure of classif ed irfbrm ation . 

Subpa rt F-Self-In spection s 

2001.60 General. 

SubpartG -Security Education and Trailing 

2001.70 General. 

2001.71 Coverage. 

SubpartH-Standard Form s 
2001.80 Prescribed standard form s. 

SubpartI-Reportrig and Definitions 

2001.90 Agency annualreporting requirem ents. 

2001.91 Otheragency reporting requirem ents. 

2001.92 Defmitions. 

Authority: Sections 5 .1 (a) and (b), E .0.13526, (75 FR 707, 
Jhnuary 5,2010). 

Subpart A-Scope of Part 


Sec. 2001.1 Purpose and scope. 

(a) This partis issued under Executive 0 rder. (E .0 .) 13526, 

Classif ed National Security Inform ation (the 0 rder). Section 5 of the 

0 rderprovides thatthe Directorofthe Inform ation Security Oversight 
0 f fe (E00 ) shalldevelop and issue such directives as are necessary 
to in plem entthe 0 rder. 
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(b) The 0 rderprovides that these directives are binding on 
agencies. Section 6.1(a)ofthe Orderdefmes "agency "to m ean any 
"Executive agency " as defined in 5 U .S .C . 105; any "M Hilary 
departm ent"asdefmed in 5 U.S.C.102;and any other entity w ith in 
the executive branch that com es into the possession ofclassifed 
inform ation. 

(c) Forthe convenience of the user, the following table provides 



references between the sections contained in this partand the relevant 
sections ofthe 0 rder. 


C FR section 

Related section of E .0.13526 


2001.10 Classifcation standards. 1.1,1.4 

2001.11 0 riginalclassif cation authority 1.3 

2001.12 D u ration of classif cation. 15 

2001.13 Classif cation prohibitions and 1.7 
lin itatbns. 

2001.14 Classif cation challenges. 1.8 

2001.15 Classif cation guides. 2.2 

2001.16 Fundam entalclassifcation 1.9 
guidance review. 

2001.20 General. 1.6 

2001.21 0 rig in a l classif cation. 1.6(a) 

2001.22 D erivative classif cation. 2.1 

2001.23 Classif cation m arking in the 1.6 
electronic environm ent. 

2001.24 Additionalrequirem ents. 1.6 

2001.25 D e classif cation m arkings. 1.5,1.6,3 .3 


2001.26 Autom atic declassif cation 3.3 
exem ption m arkings. 

2001.30 Autom atic declassif cation. 3 .3,3 .7 

2001.31 System atic declassif cation 3.4 


review. 

2001.32 Declassifcation guides. 3.3,3.7 

2001.33 M andator/review for 35,3.6 

declassif cation. 

2001.34 Referrals. 33,3.6,3.7 


2001.35 D isc ratio nary declassif cation ... 3 .1 

2001.36 Classif ad inform ation in the none 
custody of private organizations or 
individuals. 

2001.37 Assistance to the Departm entof none 
State. 

2001.40 General . 4.1 

2001.41 Responsibilities of holders. 4.1 

2001.42 Standards for security equipm ent. 4.1 



















2001.43 Storage. 4.1 

2001.44 Reciprocity of use and inspection 4.1 
of-facilities. 

2001.45 inform ation controls. 4.1,42 

2001.46 Transm ission. 4.1,4.2 

2001.47 Destruction. 4.1,42 

2001.48 Loss, possible com prom ise,or 4.1,42 
unauthorized disclosure. 

2001.49 Specialaccess program s. 4.3 

2001.50 Telecom m unications, autom ated 4.1,4.2 
inform ation system s,and network 


secu rity. 

2001.51 Technicalsecurity. 4.1 

2001.52 Em ergency authority. 4.2 

2001.53 Open storage areas. 4.1 


2001.54 Foreign govemm entinform ation... 4.1 

2001.55 Foreign disclosure ofclassifed 4.1(i)(2) 
inform ation. 

2001.60 Self-Inspections,General. 5.4 

2001.70 Secu rity Education and Training, 5.4 
G eneral. 

2001.71 Coverage.1.3 (d), 2 .1 (d), 3 .7 (b), 4.1 (b), 5 .4(d)(3) 

2001.80 Prescribed standard form s.. 5.2(b)(7) 

2001.90 Agency annual reporting 1.3 (c), 5 .2 (b)(4), 5 .4 (d)(4), 5 .4 (d)(8) 
requirem ents. 

2001.91 0 ther agency reporting 1.3 (d), 1.7 (c)(3), 1.9 (d), 2 .1 (d), 5 .5 
requirem ents. 

2001.92 Defmitbns. 6.1 


Subpart B-Classification 


Sec. 2001.10 Classification standards. 

Identifying ordescribing dam age to the nationalsecurity. Section 
1.1(a) ofthe 0 rderspecifes the conditions thatm ustbe m etwhen 
m a king classif cation decisions. Section 1.4 specif es th at inform ation 
shallnotbe considered for classification unless its unauthorized 
disclosure could reasonably be expected to cause identifable or 
describable dam age to the nationalsecu rity. There is no requirem ent, 















at the tin e of the decision, for the origin a l classif cation authority 
to prepare a w ritten description of such dam age. However, the original 
classif cation authority m ustbe able to support the decision in 
w riting, including identifying ordescribing the dam age, should the 
classifcation decision becom e the subjectofa challenge oraccess 
dem and pursuantto the 0 rderorlaw . 


Sec. 2001.11 0 rig in al classif cation authority. 

(a) G eneral. Agencies shall establish a training program for 
origin a l classif ers in accordance with subpartG ofthis part. 

(b) Requests for origin a l classif cation authority. Agencies not 
possessing such authority shall forward requests to the D ire ctor of 
E00 .The agency head m ustm ake the requestand shallprovide a 
specific justification ofthe need forthis authority.The Directorof 
E00 shall forward the request, along with the Director's 

recom m endation ,to the Presidentthrough the NationalSecurity Advisor 
within 30 days. Agencies wishing to increase their assigned levelof 
origin a l classif cation authority shallforward requests in accordance 
with the procedures ofthis paragraph. 

(c) Reporting delegations of origin a l classif cation authority. All 
delegations of original classif cation authority shallbe reported to 

the DirectorofEOO .This can be accom plished byan initial subm ission 
followed by updates on a frequency determ ined by the senioragency 
of fial, butatleastannually. 
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Sec. 2001.12 D u ration of classif cation . 

(a) Determ ining duration of classif cation forinform ation 
originally classifed underthe 0 rder-(l) Establishing duration of 
classification . Except for inform ation that should clearly and 
dem onstrably be expected to revealthe identity of a confdientialhum an 
source ora hum an intelligence source orkey design concepts ofweapon 
of m ass destruction , an origin a l classif cation authority shallfollow 
the sequence listed in paragraphs (a)(1)(i), (ii},and (iiij ofthis 
section when determ ining the duration of classif cation forinform ation 
originally classifed underthis 0 rder. 

(ij The origin a l classif cation authority shallattem ptto 



determ ine a date oreventthatis less than 10 years from the date of 
origin a l classif cation and which coincides w ith the lapse ofthe 
inform ation's nationalsecurity sensitivity, and shallassign such date 
oreventas the declassifcation instruction . 

(ii) If unable to determ ine a date oreventof less than 10 years, 
the originalclassif cation authority shall ordinarily assign a 
declassifcation date thatis 10 years from the date ofthe original 
classifcation decision. 

(iii) If unable to determ ine a date oreventof 10 years, the 
origin a l classif cation authority shallassign a declassification date 
notto exceed 25 years from the date ofthe origin a l classif cation 
decision. 

(2) Duration of classif cation of specialcategories of 
inform ation .The only exceptions to the sequence in paragraph (a)(1) of 
this section are as follows: 

(i) Ifan origin a l classif cation authority is classifying 

inform ation thatshould clearly and dem onstrably be expected to reveal 
the identity ofa confdientialhum an source ora hum an intelligence 
source, the duration shallbe up to 75 years and shallbe designated 
with the following m arking ,"50X 1-HUM ;"or 

(ii) Ifan origin a l classif cation authority is classifying 

inform ation thatshould clearly and dem onstrably be expected to reveal 
key design concepts ofweapons of m ass destruction , the duration shall 
be up to 75 years and shallbe designated with the following m arking, 
"50X2-W MD ." 

(b) Extending duration of classif cation forinform ation classifed 
underthe 0 rder. Extensions of classif cation are notautom atic. Ifan 
origin a l classif cation authority w ith jurisdiction overthe 
inform ation does not extend the classification ofinform ation assigned 
a date orevent fordeclassif cation, the inform ation is autom atically 
declassifed upon the occurrence ofthe date orevent. 

(1) If the date oreventassigned by the origin a l classif cation 
authority has not passed, an original classif cation authority with 
jurisdiction overthe inform ation m ay extend the classification 
duration ofsuch inform ation fora period notto exceed 25 years from 
the date oforigin ofthe record. 

(2) If the date oreventassigned by the origin a l classif cation 
authority has passed, an original classif cation authority w ith 
jurisdiction overthe inform ation m ay reclassify the inform ation in 
accordance with the 0 rderand this Directive only ifitm eets the 
standards for classif cation under sections 1.1 and 1.5 ofthe 0 rderas 



wellas section 3 .3 of the 0 rder, if appropriate. 

(3) In all cases, w hen extending the duration of classif cation , 
the originalclassif cation authority m ust: 

(1) Be an o rig rial classification authority w ith ju risdiction over 
the inform ation; 

(ii) Ensure thatthe inform ation continues to m eetthe standards 
for cTassif cation underthe 0 rder; and 

(iii) M ake reasonable attem pts to notify all know n holders of the 
inform ation. 

(c) D u ration ofinform ation classifed underpriororders-(l) 

Specific date orevent. Unless declassifed earlier, inform ation m arked 
with a specific date oreventfordeclassifcation undera priororder 
is autom atically declassifed upon thatdate orevent. If the specifc 
date orevent has not passed , an origin a l cTassif cation authority w ith 
jurisdiction overthe inform ation m ay extend the duration in accordance 
with the requirem ents of paragraph (b)ofthis section .If the date or 
eventassigned by the origin a l cTassif cation authority has passed , an 
origin a l classification authority w ith jurisdiction overthe 
inform ation m ay only reclassify inform ation ii accordance with the 
standards and procedures underthe Orderand thisD irective. If the 
inform ation is contained in records determ ined to be perm anently 
valuable,and the prescribed date oreventw ill take place m ore than 25 
years from the date of origin of the docum ent, the declassification of 
the inform ation will in stead be subject to section 3.3 ofthe 0 rder. 

(2) Indefinite duration of cTassif cation . For in form ation m arked 
with Xl,X2,X3,X4,X5,X6,X7,orX8; "Originating Agency's 

Determ ination Required "orits acronym "0ADR,""M anualReview "or 
itsacronym "MR;""DCIOnly;""DNIOnly;"and any other m arking 
indicating an indefinite duration of classification undera prior 
order; or in those caseswhere a docum entism issing a required 
declassification instruction orthe instruction is notcom plete: 

(i) A de cTassif cation authority, as defined in section 3 .1(b) of 
the 0 rder, m ay declassify it; 

(ii) A n origin a l cTassif cation authority w ith jurisdiction over 

the inform ation m ay re-m arkthe inform ation to establish a duration of 
classification of no m ore than 25 years from the date oforigin ofthe 
docum ent, consistentwith the requirem ents forinform ation originally 
classifed underthe 0 rder, as provided in paragraph (a) of this 
section; or 

(iii) Unless declassifed earlier, such inform ation contained in 
records determ ined to be perm anently valuable shallrem ain classifed 



-fbr25 years from the date ofits origin, atw hich tin e itwHlbe 
subject to section 3 .3 of the 0 rcler. 

(3) Release of in agery acquired by space-based intelligence 
reconnaissance system s.The duration of classif cation of in agery as 
defined in E .0.12951, Release of in agery Acquired by Space-Based 
Intelligence Reconnaissance System s, that is otherwise m arked with an 
indefinite duration, such as "D CIO nly " or "D N10 nlyshall be 
established by the D ire ctor of National Intelligence in accordance with 
E.0.12951 and consistentwith E.0.13526.Any such inform ation shall 
be rem arked in accordance with instructions p re scried by the Director 
of N a tinal Intelligence. 


Sec. 2001.13 Classification prohibitions and lin itatins. 

(a) Declassification without proper authority. Classifed 
inform ation thathas been declassifed withoutproperauthority, as 
determ ined by an origin a l classification authority with jurisdictin 
overthe inform ation, rem ains classifed and adm inistrative action 
shallbe taken to restore m arkings and controls, as appropriate. All 
such determ inations shallbe reported to the seniragency of fialwho 
shallprom ptly provide a w ritten report to the D irectorof E0 0 . 

(1) Ifthe inform ation atissue is in records in the physicaland 
legalcustody ofthe NatinalArchives and Records Adm inistnation 
(NARA)and has been m ade available to the public, the original 
classification authority w ith jurisdiction overthe inform ation shall, 
as part of determ ining w hetherthe restoration of m arkings and controls 
is appropriate, con side rw hetherthe rem ovalof the inform ation from 
public purview winsignificantly m itigate the 
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harm to nationalsecurity orotherwise draw undue attention to the 
inform ation at issue. W ritten notification , classif ed w hen appropriate 
underthe 0 rder, shallbe m ade to the Archivist,which shallinclude a 
description ofthe record(s)atissue,the elem entsofinform ation that 
are classif ed, the duration of classification , and the specific 
authority for continued classif cation .Ifthe inform ation atissue is 
m ore than 25 years ofage and the Archivistdoes notagree with the 
decision ,the inform ation shall nonetheless be tern porariLy w ith d raw n 
from public access and shallbe referred to the Directorof E00 for 



resolution in collaboration with af^cted parties. 

(b) Reclassification afterdeclassif cation and release to the 
public under proper authority. In m akiig the decision to reclassify 
inform ation thathas been declassify and released to the public under 
proper authority, the agency head m ust approve, in w riling , a 
determ ination on a docum ent-by-docum ent basis that the reclassif cation 
is required to prevent signif cant and dem onstrable dam age to the 
nationalsecurity. As partofm aking such a determ ination, the 
following shallapply: 

(1) The inform ation m ust be reasonably recoverable withoutbringing 
undue attention to the inform ation which m eans that: 

(1) M ostindividualrecipients orholders are known and can be 
contacted and allinstances ofthe inform ation to be reclassifed will 
not be m ore w idely dissem inated; 

(ii) Ifthe inform ation has been m ade available to the public via a 

m eans such as Govemm entarchives or reading room , consideration is 
given to length oftin e the record has been available to the public, 
the extent to which the record has been accessed for research, and the 
extent to which the record and/or classify inform ation at issue has 
been copied, referenced, orpublicized; and 

(iii) Ifthe inform ation has been m ade available to the public via 
electronic m eans such as the internet, consideration is given as to the 
num be r of tin esthe inform ation was accessed , the form of access, and 
w hetherthe inform ation at issue has been copied , referenced, or 
publicized. 

(2) Ifthe reclassification concerns a record in the physical 
custody ofNARA and has been available forpublic use, reclassifcation 
requires notifcation to the Archivistand approvalby the Directorof 
BOO . 

(3) Any recipients orholders ofthe reclassify inform ation who 
have current security clearances shallbe appropriately briefed about 
their continuing legalobligations and responsibilities to protect this 
inform ation from unauthorized disclosure.The recipients orholders who 
do not have security clearances shall, to the extent practicable, be 
appropriately briefed aboutthe reclassification ofthe inform ation 
thatthey have had access to, their obligation notto disclose the 
inform ation,and be requested to sign an acknowledged! entofthis 
brief mg. 

(4) The reclassify inform ation m ust be appropriately m arked in 
accordance with section 2001.24(1) and safeguarded .The m arkings should 
include the authority forand the date ofthe reclassification action. 



(5) 0 nee the reclassification action has occu rred, it m ust be 
reported to the NationalSecurity Advisor and to the D irectorof EO 0 
by the agency head orsenioragency of fialwithin 30 days.The 
notification m ust include details concerning paragraphs (b)(1) and (3) 
of this section. 

(c) Classification by com pilation .A determ ination thatinform ation 
is classifed through the com pilation of unclassifed inform ation is a 
derivative classification action based upon existing original 
classification guidance. If the com pilation of unclassif ed inform ation 
reveals a new aspectof inform ation thatm eets the criteria for 
classification , it shallbe referred to an originalclassif iation 
authority w ith ju risdietbn over the inform ation to m ake an original 
classification decision. 


Sec. 2001.14 Classification challenges. 

(a) Challenging classification . Authorized holders, including 
authorized holders outside the classifying agency,whowantto 
challenge the classification status ofinform ation shallpresentsuch 
challenges to an originalclassification authority with jurisdiction 
over the inform ation.An authorized holderisany individualw ho has 
been granted access to specific classifed inform ation in accordance 
with the provisions ofthe 0 rderto include the special conditions set 
forth in section 4.1(h) ofthe 0 rder. A form alchallenge underthis 
provision m ust be in w riling , but need notbe any m ore specific than to 
question why inform ation is or is not classif ed, or is classif ed at a 
certain level. 

(b) Agency procedures. (1) Because the 0 rderencourages authorized 
holders to challenge classification as a m eans forprom oting properand 
thoughtfolclassifcation actions, agencies shallensure thatno 
retribution is taken againstany authorized holders bringing such a 
challenge in good foith. 

(2) Agencies shall establish a system for processing , tracking and 
recording form alclassification challenges m ade by authorized holders. 
Agencies shall consider classification challenges separately from 
Freedom ofinform ation Actorotheraccess requests,and shallnot 
process such challenges in turn with pending access requests. 

(3) The agency shallprovide an initialw ritten response to a 
challenge w ith in 60 days. If the agency is unable to respond to the 
challenge within 60 days, the agency m ust acknowledge the challenge in 



w riting,and provide a date by which the agency will respond .The 
acknowledgm entm ustinclude a statem entthatif no agency response is 
received within 120 days, the challengerhasthe rightto -forward the 
challenge to the Interagency Security Classifcation Appeals Panel 
(Panel) fora decision .The challengerm ay also forward the challenge 
to the Panelif an agency has not responded to an intemalappeal 
within 90 days ofthe agency's receiptofthe appeal Agency responses 
to those challenges itdenies shallinclude the challenger's appeal 
rights to the Panel. 

(4) W heneveran agency receives a classif cation challenge to 
inform ation thathas been the subjectofa challenge within the past 
two years, or that is the subject ofpending litigation , the agency is 
not required to process the challenge beyond inform ing the challenger 
ofthis foctand ofthe challenger's appealrights, if any. 

(c) Additional considerations. (l)Challengersand agencies shall 
attem ptto keep allchallenges, appeals and responses unclassifed . 
However, classif ed inform ation contained in a challenge, an agency 
response, oran appealshallbe handled and protected in accordance 
with the Orderand thisDirective.Inform ation being challenged for 
classif cation shall rem ain classif ed unless and untiLa fmal 
decision is m ade to declassify it. 

(2) The classif cation challenge provision is notintended to 
preventan authorized holderfrom inform ally questioning the 
classif cation status of particular inform ation.Such inform al 
inquiries should be encouraged asa m eansofholding down the num berof 
form alchallenges and to ensure the integrity ofthe classif cation 
process. 


Sec. 2001.15 Classification guides. 

(a) Preparation of classif cation guides. Origina tors of 
classification guides are encouraged to consult users of guides for 
inputwhen developing orupdating guides.W hen possible, originators of 
classification guides are encouraged to com m unrate within their 
agencies and with otheragencies 
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thatare developing guidelines forsir ilaractivities to ensure the 
consistency and uniform ity of classif cation decisions. Each agency 



shallm aintain a listofiis classification guiles in use. 

(b) Generalcontentof classification guides. Classification guides 
shall, at a m inin urn : 

(1) identify the subjectm atterofthe classification guide; 

(2) identify the originalclassifcation authority by nam e and 
position ,orpersonalidentifffir; 

(3) identify an agency point-of-contactorpoints-of-contactfor 
questions regarding the classification guide; 

(4) Provide the date of issuance orlast review ; 

(5) State precisely the elem ents ofinform atin to be protected; 

(6) State which classifcation levelapplies to each elem entof 
inform ation,and,when useful, specify the elem ents ofinform atbn that 
are unclassifed; 

(7) State,when applicable, specialhandliig caveats; 

(8) State a concise reason forclassifcation which,ata m inin urn , 
cites the applicable classif cation category orcategories in section 

1.4 of the 0 rder; and 

(9) Prescribe a specific date or event for declassification , the 

m arking "50X 1-HUM " or "50X2-W M D "as appropriate, orone orm ore of 
the exem ption codes listed in 2001.26(a)(2), provided that: 

(1) The exem ption has been approved by the Panelunder section 
3 .3 (j) of the 0 rder; 

(iijThe Panelis notifed ofthe intentto take such actions for 
specific inform ation in advance ofapprovaland the inform ation rem ains 
in active use; and 

(iii) The exem ption code is accom panied w ith a declassification 
date or event that has been approved by the Panel. 

(c) Dissem inatbn of classif cation guides. Classif cation guides 
shallbe dissem inated as necessary to ensure the properand uniform 
derivative classif cation ofinform ation. 

(d) Reviewing and updating classif cation guides. (1) Agencies 
shallin corporate originalclassif cation decisions into classification 
guides as soon as practicable. 

(2) 0 rig ina tors of classif cation guides are encouraged to consult 

the users ofguides and other subjectm atterexperts w hen reviewing or 
updating guides. Also, users of classif cation guides are encouraged to 
notify the originatorofthe guidewhen they acquire inform ation that 
suggests the need forchange in the instructions contained ii the 
guide. 



Sec. 2001.16 Fundam entalclassification guidance review . 

(a) Perform ance offondam ental classification guidance reviews.An 
initial fondam ental classification guidance review shallbe com pleted 
by every agency w ith original classification authority and w hich 
authors secu rity classif cation guides no later than line 27,2012. 
Agencies shall conduct fondam ental classification guidance reviews on a 
periodic basis thereafter. The frequency of the review s shallbe 

determ ined by each agency considering factors such as the num berof 
classification guides and the volum e and type of inform ation they 
cover. However, a review shallbe conducted atleastonce every fire 
years. 

(b) Coverage of reviews. At a m in in urn ,the fondam ental 
classification guidance review shallfocus on : 

(1) Evaluation of content. 

(1) Determ ining ifthe guidance conform sto current ope ratio naland 
technicalcircum stances; and 

(ii) Determ ining ifthe guidance m eets the standards for 
classification under section 1.4 ofthe Orderand an assessm entof 
likely dam age under section 1.2 ofthe 0 rder;and 

(2) Evaluation of use: 

(i) Determ ining ifthe dissem ination and availability ofthe 
guidance is appropriate, tin ely, and ef Active; and 

(iL) A n exam ination of recent classification decisions that focuses 
on ensuring that classification decisions ref&ctthe intentofthe 
guidance astowhatis classifed , the appropriate level, the duration, 
and associated m arkings. 

(c) Participation in review s.The agency head or senior agency 
of fiat shall direct the conductofa fondam entalclassif cation 
guidance review and shallensure the appropriate agency subjectm atter 
experts participate to obtain the broadest possible range of 
perspectives. To the extent practicable, inputshould also be obtained 
from extemalsubjectm atterexperts and extemalusers ofthe 
reviewing agency's classification guidance and decisions. 

(d) Reports on results. Agency heads shall provide a detailed 
report sum m arizing the results ofeach classification guidance review 
to BOO and release an unclassifed version to the public exceptwhen 
the existence ofthe guide orprogram is itself classifed . 


SubpartC -Identification and Markings 



Sec. 2001.20 General. 


A uniform secu rity classification system requires that standard 
m arkings orotherindicia be applied to classifed inform ation. Except 
in extraordinary circum stances,oras approved by the Directorof BOO , 
the m arking ofclassifed inform ation shallnotdeviate from the 
following prescribed form ats. If m arkiigs cannot be af fed to specific 
classifed inform ation orm ate rials,the originator shallprovide 
holders orrecipients ofthe inform ation with w ritten instructions for 
protecting the inform ation . M arkings shall be uniform ly and 
conspicuously applied to leave no doubtaboutthe classifed status of 
the inform ation,the levelofprotection required,and the duration of 
classification. 


Sec. 2001.21 0 rig in a l classification . 

(a) Prill ary m arkings. Atthe tin e of originalclassif cation, the 
following shallbe indicated in a m annerthatis in m ediately apparent: 

(1) Classification authority. The nam e and position ,orpersonal 
identify r, of the origin a l classification authority shallappearon 
the "Classifed By"line.An exam pie m ightappearas: 

Classifed By:David Sm ith , C hief, D ivision 5 

or 

Classifed ByiBENOl 

(2) Agencyand of fe oforigii. If not otherwise evident, the 
agency and of fe of origin shallbe identifed and follow the nam e on 
the "Classifed By"line.An exam pie m ightappearas: 

Classifed By:David Sm ith , C hief, D ivision 5,Departm entofGood 
W orks, 0 f fe of Adm inistratbn . 

(3) Reason for classif cation . The origin a l classification 
authority shallidentify the reason(s) forthe decision to classify. 

The originalclassifcation authority shallinclude on the "Reason" 
line the num berl.4 plusthe letter(s) that corresponds to that 



classification category in section 1.4 of the 0 rder. 

(i) These categories, as they appear in theOrder, areas follow s: 

(A) M ilitary plans, weapons system s, or ope rations; 

(B) Foreign govemm entinform ation; 

(C ) Intelligence activities (including covert action), intelligence 
sources orm ethods, or cryptology; 

(D ) Foreign relations orforeign activities ofthe United States, 
including confdientialsources; 

(E) Scientific, technological, oreconom ic m atters relating to the 
natbnalsecurity; 

(F) United States Govemm entprogram s for safeguarding nuclear 
m ate rials or-facilities; 

(G ) Vulnerabilities or capabilities of system s, installations, 
infrastructures, projects, plans, orprotection services relating to 
the nationalsecu rity; or 
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(H ) The developm ent, production, or use ofweapons of m ass 
destruction. 

(ii) An exam pie m ightappearas: 

Classifed By:David Sm ith , Chief, Division 5,Departm entofGood 
W orks, 0 f £e of Adm inistration Reason : 1.4(g) 

(4) Declassification instructions.The duration ofthe original 
classification decision shall be placed on the "D eclassify 0 n " line. 

W hen declassification dates are displayed num erically,the following 
form at shall be used : YYYYM M DD . Events m ustbe reasonably definite and 
foreseeable. The originalclassification authority wiLlapplyoneof 
the following instructions: 

(i) A date or event for declassification that corresponds to the 
lapse ofthe inform ation's nationalsecu rity sensitivity, w hie h is 
equalto orless than 10 years from the date ofthe originaldecision . 

The duration of classification would be m arked as: 

Classifed By:David Sm ith , C hief, D ivision 5,Departm entofGood 
W orks, 0 f fe of Adm inistration 
Reason: 1.4(g) 

Declassify On:20201014 or 
D eclassify 0 n : Com pletion of 0 peration 



(ii) A date notto exceed 25 years from the date of the original 
decision . For exam pie, on a docum entthat contains inform ation 
classif ed on 0 ctober 10,2010, apply a date up to 25 years on the 
"D eclassify On" line: 

Classif ed By:David Sm ith , C hief, D ivision 5,Departm entofGood 
W orks, 0 f fe of Adm inistratbn 
Reason: 1.4(g) 

D eclassify 0 n : 20351010 

(iii) Ifthe classif ed inform ation should clearly and dem onstrably 
be expected to revealthe identity ofa confdientialhum an source ora 
hum an intelligence source, no date or event is required and the m arking 
"50X1 -HUM " shallbe used in the ' 'Declassify 0 n " line; or 

(iv) Ifthe classifed inform ation should clearly and dem onstrably 
be expected to revealkey design concepts ofweapons ofm ass 
destruction, no date or event is required and the m arking "50X2-W M D " 
shallbe used in the "D eclassify 0 n " line. 

(b) 0 verallm arking .The highestlevelof classifcation is 

determ ined by the highest levelof any one portion within the docum ent 
and shallappear in a way thatw ill distinguish it clearly from the 
inform ationaltext. 

(1) Conspicuously place the overallclassifcation atthe top and 
bottom of the outside of the front cover (if any), on the title page 
(if any),on the fist page,and on the outside of the back cover (if 
any). 

(2) Fordocum ents containing inform ation classifed atm ore than 
one level, the overallm arking shallbe the highest level Forexam pie, 
ifa docum entcontains som e inform ation m arked "Secret"and other 
inform ation m arked "Confdiential,"the overallm arking would be 

' 'Secret." 

(3) Each interiorpage ofa classif ed docum entshallbe m arked at 
the top and bottom eitherwith the highest levelof classif cation of 
inform ation contained on that page, including the designation 

"U nclassif ed " w hen it is applicable, orw ith the highest overall 
classif cation ofthe docum ent. 

(c) Portion m arking . Each portion ofa docum ent, ordinarily a 
paragraph , but in eluding subjects, titles, graphics, tables, charts, 
bulletstatem ents, sub-paragraphs, classif ed signature blocks, bullets 
and other portions within slide presentations, and the like, shallbe 



m arked to indicate which portions are classif id and which portions are 
unclassifid by placing a parentheticalsym bolin m ediatsly preceding 
the portion towhich itapplies. 

(1) To indicate the appropriate classification level, the sym bols 
"(TS)" for Top Secret, " (S)" for Sec ret, and " (C )" for 
Confdientialwillbe used. 

(2) Portions w hich do notm eetthe standards ofthe 0 rderfor 
classification shall be m arked w ith " (U )" forll nclassif id . 

(3) In cases where portions are segm ented such as paragraphs, sub- 
paragraphs, bullets, and sub-bullets and the classification levelis 

the sam e throughout, it is suf fientto putonly one portion m arking 
atthe beginning ofthe m ain paragraph orm ail bullet. Ifthere are 
d if £ rent levels of classif cation am ong these segm ents,then all 
segm ents shallbe portion m arked separately in orderto avoid over- 
classif cation ofany one segm ent. Ifthe inform ation contained in a 
sub-paragraph or sub-bullet is a higherlevelof classif cation than 
its parent paragraph or parent bullet, thisdoes notm ake the parent 
paragraph or parent bullet classif id atthatsam e level. Each portion 
shall ref ict the classif cation levelof that individualportion and 
not any other portions. Atthe sam e tin e,any portion, no m atterwhat 
its status, is still capable of determ ining the overall classif cation 
ofthe docum ent. 

(d) Dissem ination controland handling m arkings.M any agencies 
require additionalcontroland handling m arkings thatsupplem entthe 
overallclassif cation m arkings. See Sec. 2001.24(j) forspecif c 
guidance. 

(e) Date oforigin ofdocum ent.The date oforigin ofthe docum ent 
shallbe indicated in a m annerthatis in m ediately apparent. 


Sec. 2001.22 D erivative classif cation . 

(a) General. Inform ation classif id derivatively on the basis of 
source docum ents or classif cation guides shallbearallm arkings 
prescribed in Sec. 2001.20 and Sec. 2001.21, exceptas provided in 
this section .Inform ation forthese m arkings shallbe carried forward 
from the source docum ent or taken from instructions in the appropriate 
classif cation guide. 

(b) Identity of persons w ho apply derivative classif cation 

m arkings. D erivative classifies shallbe identifid by nam e and 
position,orby personalidentifir, in a m annerthatis in m ediately 



apparenton each derivatively classifed docum ent. If not otherwise 
evident, the agency and of fe of origin shallbe identif ed and -follow 
the nam e on the "Classifed By"lrie.An exam pie m ightappearas: 

Classif ed By: Peggy Jbnes, Lead Analyst, Research and Analysis 
D ivision or 

Classifed By: I) EN01 

(c) Source of derivative classif rtation . (1) The derivative 
classif er shall concisely identify the source docum entorthe 
classif rtation guide on the "D e rived From "line,including the agency 
and,where available, the of fe oforigin,and the date ofthe source 
orguide.An exam pie m ightappearas: 

Derived From :Mem o, "Funding Problem s,"October20,2008,Of fe 
of Adm inistration , Departm ent of Good W orks or 

Derived From :CG No. 1,Departm ent of Good W orks, dated October 20, 
2008 


(1) W hen a docum entis classifed derivatively on the basis ofm ore 
than one source docum entor classif cation guide,the "Derived From 
line shallappearas: 

Derived From :M utriple Sources 

(ii) The derivative classif er shall in elude a listing ofthe 
source m ate rials on, orattached to, each derivatively classif ed 
docum ent. 

(2) A docum ent derivatively classif ed on the basis ofa source 
docum entthatis itselfm arked "M utriple Sources" shallcite the 
source docum enton its "Derived From "line ratherthan the term 
"M utriple Sources."An exam pie m ightappearas: 

Derived From : Report entitled , "New W eapons," dated October20, 
2009, Departm ent of Good W orks, 0 f fe of Adm inistration 

(d) Reason for classif fation .The reason forthe original 
classif fation decision, as reffeted in the source docum ent(s) or 
classif fation guide, is 
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not transferred in a derivative classification action. 

(e) D e classification instructions. (1) The derivative classifer 
shall carry forward the instructions on the "D ecTassify 0 n " line from 
the source docum entto the derivative docum ent,orthe duration 
instruction from the classification or declassification guide, unless 
it contains one of the declassification instructions as listed in 
paragraph (e)(3) ofthis section . If the source docum entis m issing the 
declassification instruction, then a calculated date of 25 years from 
the date ofthe source docum ent (ifavailable) orthe currentdate (if 
the source docum entdate is notavailable) shallbe carried forward by 
the derivative classifer. 

(2) W hen a docum entis classifed derivatively on the basis ofm ore 
than one source docum entorm ore than one elem entofa classification 
guide, the "D ecTassify On"lxie shall refict the longest duration of 
any of its sou rces. 

(3) W hen a docum entis classifed derivatively either from a source 
docum ent(s) ora classification guide thatcontains one ofthe 
following declassification instructions, "0 riginating Agency's 

D eterm ination Required," "0ADR,"or"M anualReview ,""MR,"or 
any ofthe exem ption m arkings Xl,X2,X3,X4,X5,X6,X7,and X8,the 
derivative classify r shall calculate a date thatis 25 years from the 
date ofthe source docum entwhen determ ining a derivative docum ent's 
date or event to be placed in the "Declassify 0 n " line. 

(i) Ifa docum entis m arked with the declassification instructions 
"DCI0nly"or"DNI0nly"and does not contain inform ation deserted 
in E.0.12951, "Release of In agery Acquired by Space-Based National 
Intelligence Reconnaissance System s,"the derivative classifershall 
calculate a date thatis 25 years from the date ofthe source docum ent 
when determ ining a derivative docum ent's date oreventto be placed in 
the "D ecTassify 0 n " line. 

(ii) Ifa docum entism arked with "DCI0nly"or"DNI0nly"and 
the inform ation is subject to E .0.12951, the derivative classifer 
shall use a date o revent as prescribed by the DirectorofNattnal 
Intelligence. 

(4) W hen determ ining the m ost restrictive declassification 
instruction am ong m ultiple source docum ents, adhere to the follow rig 
hierarchy fordeterm ining the declassification instructions forthe 

"D ecTassify On" line: 

(i)50Xl-HUM or50X2-WMD,oran BOO -approved designator ref Acting 
the Panelapprovalforclassification beyond 50 years ii accordance 



with section 3 .3 (h)(2) ofthe 0 rder; 

(ii) 25X1 through 25X9,with a date orevent; 

(in) A specific declassification date oreventwithin 25 years; 

(iv) Absentguidance from an originalclassif cation authority w ith 
jurisdiction overthe inform ation,a calculated 25-yeardate from the 
date ofthe source docum ent. 

(5) W hen declassif cation dates are displayed num erically, the 
follow ing form at shallbe used : YYYYM M D D . 

(f) 0 verallm arking .The derivative classifer shall conspicuously 
m ark the classifed docum entwith the highestlevelof classification 
ofinform ation included in the docum ent,as provided in Sec. 

2001.21(b). 

(g) Portion m arking . Each portion of a derivatively classifed 

docum ent shallbe m arked in m ediately preceding the portion to w hich it 
applies, in accordance with its source,and as provided in Sec. 
2001.21(c). 

(h) Dissem ination controland handling m arkings.M any agencies 
require additionalcontroland handling m arkings thatsupplem entthe 
overallclassif cation m arkings. See Sec. 2001.24(j) forspecifc 
guidance. 

(i) Date oforigin ofdocum ent.The date oforigin ofthe docum ent 
shallbe indicated in a m annerthatis in m ediately apparent. 


Sec. 2001.23 Classification m arking in the electronic environm ent. 

(a) General. Classifed national security inform ation in the 
electronic environm ent shallbe: 

(1) Subject to allrequirem ents ofthe 0 rcler. 

(2) M arked with proper classification m arkings to the extentthat 
such m arking is practical, including portion m arking, overall 
classification , "Classifed By," "D erived From ," "Reason "for 
classification (originally classifed inform ation only), and 

"D eclassify 0 n ." 

(3) M arked w ith proper classification m arkings when appearing in an 
electronic output (e.g ., database query) in which users ofthe 

inform ation w ill need to be alerted to the classification status of the 
inform ation. 

(4) M arked in accordance with derivative classification procedures, 
m aintaining traceability of classification decisions to the original 
classification authority. In cases where classifed inform ation in an 



electronic environm entcannotbe m arked in this m anner,a warning shall 
be applied to alertusers thatthe inform ation m ay notbe used as a 
source forderivative classification and providing a pointofcontact 
and instructions forusers to receive further guidance on the use and 
classification of the inform ation. 

(5) Prohibited from use as source of derivative classification if 
it is dynam ic in nature (e.g wikis and blogs)and where inform ation 
is notm arked in accordance with the 0 rder. 

(b) M arkings on classif ed e-m aiLm essages. (1) E-m alLtransm itted 
on orprepared fortransm ission on classifed system s ornefworks shall 
be configured to display the overallclassifcation atthe top and 
bottom ofthe body ofeach m essage.The overallclassif cation m arking 
string forthe e-m afoshallref&ctthe classification ofthe header 
and body ofthe m essage.This includes the subject line, the textof 
the e-m ail, a classifed signature block, attachm ents, included 
m essages, and any otherinform ation conveyed in the body ofthe e-m ail. 
A single linear text string showing the overallclassif cation and 
m arkings shallbe included in the fist line oftextand atthe end of 
the body ofthe m essage afterthe signature block. 

(2) Classifed e-m ailshallbe portion m arked. Each portion shall 

be m arked to ref&ctthe highestlevelof inform ation contained in that 
portion . A text portion containing a uniform resource locator (URL) or 
reference (ie., link) to anotherdocum entshallbe portion m arked 
based on the classification ofthe contentofthe URL orlink text, 
even if the contentto which it points ref&cts a higher classification 
m arking. 

(3) A classifed signature block shallbe portion m arked to ref&ct 
the highest classification levelm arkings ofthe inform ation contained 
in the signature block itself. 

(4) Subject lines shallbe portion m arked to ref&ctthe 
sensitivity ofthe inform ation in the subject line itselfand shallnot 
ref&ctany classification m arkings forthe e-m ailcontentor 
attachm ents. Subject lines and titles shallbe portion m arked before 
the subject or title. 

(5) Fora classif ed e-m ai, the classification authority block 
shallbe placed afterthe signature block, butbefore the overall 
classification m arking string atthe end ofthe e-m ail.These blocks 
m ay appearas single linear text strings instead ofthe traditional 
appearance ofthree lines oftext. 

(6) W hen forwarding or replying to an e-m ail, individuals shall 
ensure that, in addition to the m arkings required forthe contentof 



the reply or forward e-m a iL itself, the m arkings shall ref ict the 
overallclassif cation and declassification instructions tbrthe entire 
string ofe-m ailsand attach m ents. This w ill in elude any newly drafted 
m ate rial, m ate rial received from previous senders, and any attachm ents. 
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(c) M arking Web pageswith classif ed content. (1) W eb pages shall 
be classif ed and m arked on their own content regardless of the 
classifcation ofthe pages to which they link. Any presentation of 
inform ation to w hich the web m ate rials link shallalso be m arked based 
on its ow n content. 

(2) The overallclassif cation m arking string forevery web page 
shall ref&ct the overallclassif cation m arkings (and any 

dissem ination controlorhandling m arkings) forthe inform ation on that 
page. Lineartextappearing on both the top and bottom ofthe page is 
acceptable. 

(3) Ifany graphical representation is utilized,a text equivalent 
ofthe overallclassif cation m arking string shallbe included in the 
hypertext sta tern entand page m etadata. This w illenable userswithout 
graphic display to be aware ofthe classifcation levelofthe page and 
allows forthe use of text translators. 

(4) Classif ed W eb pages shallbe portion m arked .Each portion 
shallbe m arked to refietthe highestlevelofinform ation contained 
in that portion .A portion containing a URLorreference to another 
docum ent shallbe portion m arked based on the classif cation ofthe 
contentofthe URL itself,even if the contentto which itpoints 

ref icts a higher classif cation m arking . 

(5) Classifed W eb pages shallinclude the classif cation authority 
block on either the top or bottom ofthe page. These blocks m ay appear 
as single lineartext strings instead ofthe traditionalappea ranee of 

th ree lines of text. 

(6) Electronic m edia f3es such as video, audio, in ages, or slides 
shall carry the overallclassif cation and classif cation authority 
block, unless the addition of such inform ation would renderthem 
inoperable .In such cases, another p raced u re shallbe used to ensure 
recipients are aware ofthe classif cation status ofthe inform ation 
and the declassifcation instructions. 

(d) M arking classifed URLs. URLs provide unique addresses in the 
electronic environm entforweb contentand shallbe portion m arked 
based on the classif cation ofthe contentofthe URL itself. The URL 



shallnotbe portion m arked to ref&ctthe classification ofthe 
contentto which itpoints. URLs shallbe developed atan unclassifed 
levelwheneverpossible.W hen a URL is classifed,a classification 
portion m ark shallbe used in the textofthe URL string in a way that 
does notm ake the URL inoperable to identify the URL as a classifed 
portion in any textual references to ihatURL. An exam pie m ay appear 
as: 

http ://Www .centenxyz/SECRET/ffenam e_(S).htn l 
http ://Www .centenxyz/ffenam e2_(TS).htn l 
http ://Www .center.xyz/f fenam e_(TS//f\l F).htm l 

(e) N arking classif ed dynam ic docum ents and relationaldatabases. 

(1) A dynam ic page contains electronic inform ation derived from a 
changeable source orad hoc query, such as a relationaldatabase.The 
classification levels of inform ation returned m ay vary depending upon 
the specific request. 

(2) Ifthere is a m echanism fordeterm iniig the actual 
classification m arkings fordynam icdocum ents,the appropriate 
classification m arkings shallbe applied to and displayed on the 

docum ent. If such a m echanism does not exist, the default should be the 
highestlevelofinform ation in the database and a warning shallbe 
applied atthe top ofeach page ofthe docum ent.Such contentshallnot 
be used as a basis for derivative classification .An exam pie of such an 
applied warning m ay appearas: 

This content is classifed atthe [insert system -high 
classification level] leveland m ay contain elem ents of inform ation 
thatare unclassifed orclassifed ata lowerlevelthan the 
overallclassif cation displayed .This contentm ay notbe used as a 
source of derivative classification; refer instead to the pertinent 
classification guide(s). 

(3) Thiswillalertthe usersofthe inform ation that there m ay be 
elem ents of inform ation thatm ay be either unclassifed orclassifed 
ata lowerlevelthan the highest possible classification ofthe 
inform ation returned .Users shallbe encouraged to m ake further 
inquiries concerning the status of individualelem ents in orderto 
avoid unnecessary classification and/orin pedin ents to inform ation 
sharing . Resources such as classification guides and points of contact 
shallbe established to assistwith these inquiries. 



(4) Users developing a docum entbased on query results from a 
database m ust properly m arkthe docum entin accordance with Sec. 

2 001.2 2. If there isdoubtaboutthe correct m arkings, users should 
contact the database originating agency tbrguidance. 

(f) M arking classif fed bulletin board postings and blogs. (1) A 
blog, an abbreviation of the term "web tog," is a W eb site consisting 
of a series of entries, often com m entary, description of events, or 
otherm aterialsuch as graphics orvideo, created by the sam e 
individualas in a pumalorby m any individuals.W hile the contentof 
the overallblog is dynam ic, entries are generally static in nature. 

(2) The overallclassif cation m arking string fbrevery bulletin 
board orblog shall ref feet the overall classification m arkings ibrthe 
highestlevelofinform ation allowed in thatspace. Lineartext 
appearing on both the top and bottom ofthe page is acceptable. 

(3) Subject lines of bulletin board postings, blog entries, or 
com m ents shallbe portion m arked to reffectthe sensitivity ofthe 
inform ation in the subject line itself, notthe contentofthe post. 

(4) The overall classification m arking string forthe bulletin 
board posting,blog entry,orcom m ent shall reffectthe classification 
m arkings forthe subject line,the text ofthe posting, and any other 
inform ation in the posting .These strings shallbe entered m anually or 
utilizing an electronic classification toolin the fist line of text 

and atthe end ofthe body ofthe posting .These strings m ay appearas 
single lineartext. 

(5) Bulletin board postings, blog entries, orcom m ents shallbe 
portion m arked. Each portion shallbe m arked to reffectthe highest 
levelofinform ation contained in thatportion. 

(g) M arking classif fed wikis. (1) Jiitialwikisubm issions shall 
include the overall classification m arking string, portion m arking,and 
the classification authority block string in the sam e m anneras 

m entioned above forbulletin boards and blogs. Allofthese strings m ay 
appearas single line text. 

(2) W hen users m odify existing entries w hich alterthe 
classification levelofthe contentoradd new content, they shall 
change the required m arkings to reffectthe classification m arkings for 
the resulting inform ation. System s shall provide a m eans to tog the 
identity of each user, the changesm ad e,and the tin e and date of each 
change. 

(3) W ikiarticles and entries shallbe portion m arked . Each portion 
shallbe m arked to ref feet the highest levelofinform ation contained 
in that portion. 



(h) Jistantm essaging, chat,and chat room s. (1) fistantm essages 
and chat conversations generally consistof brief textualm essages but 
m ay also include URLs, in ages, or graphics. Chat discussions captured 
for retention orprintrig shallbe m arked atthe top and bottom of each 
page with the overallclassifcation ref&cting allofthe inform ation 
with in the discussion and , for classif ed discussions, portion m arkings 
and the classifcation authority block string shallalso appear. 

(2) Chat room s shalldisplay system -high overallclassif cation 
m arkings and shall contain instructions inform ing users thatthe 
inform ation m ay notbe used as a source forderivative classifcation 
unless it is portion m arked , contains an overall 
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classif cation m arking,and a classif cation authority block. 

(i) Attached fies.W hen ties are attached to another electronic 
m essage ordocum ent, the overallclassif cation of the m essage or 
docum ent shallaccount forthe classif cation levelofthe attachm ent 
and the m essage ordocum ent shallbe m arked in accordance w ith Sec. 
2001.24(b). 

(ii) Reserved. 


Sec. 2001.24 Additionalrequirem ents. 

(a) M arking prohibitions. M arkings other than "Top Secret," 

"Secret,"and "Confdiential" shallnotbe used to identify 
classif ed nationalsecurity inform ation. 

(b) Transm ittaldocum ents. A transm ittaldocum entshallindicate on 
its foce the highest classif cation levelofany classif ed inform ation 
attached orenclosed. The transm ittalshallalso include conspicuously 
on its foce the following or sin ilar instructions, as appropriate: 

Unclassifed W hen Classif ed Enclosure Rem oved or 

Upon Rem ovalofAttachm ents,This Docum entis (Classifcation Level) 

(c) Foreign govemm ent inform ation . U nless otherw ise evident, 
docum ents thatcontain foreign govemm entinform ation should include 
the m arking, "This Docum entContains (indicate country oforigin) 

Inform ation ."Agenciesmayalso require thatthe portions of the 

docum ents thatcontain the foreign govemm entinform ation be m arked to 



indicate the govemm entand classification level, using accepted 
country code standards, e .g ., " (Country code-C )." Ifthe identity of 
the specific govemm entm ustbe concealed, the docum entshallbe 
m arked, "This Docum entContains Foreign Govemm en tin form ation,"and 
pertinent portions shall be m arked "FG I" togetherw ith the 
classification level, e .g " (FG I-C )." In such cases, a separate 
record that identif es the foreign govemm entshallbe m aintained in 
orderto focilitate subsequent declassification actions. If the feet 
thatinform ation is foreign govemm entinform ation m ustbe concealed, 
the m arkings described in this paragraph shallnotbe used and the 
docum entshallbe m arked asifitwerew holly ofll.S. origin. W hen 
classifed records are transferred to NARA forstorage orarchival 
purposes, the accom panying docum entation shall, ata m inin urn , identify 
the boxes that contain foreign govemm ent inform ation . 

(d) W orking papers. A working paperis defined as docum ents or 
m ate rials, regardless ofthe m edia,which are expected to be revised 
priorto the preparation ofa finished product ford issem inatbn or 
retention . W orking papers containing classifed inform ation shallbe 
dated w hen created, m arked with the highest classification of any 
inform ation contained in them protected at that level, and if 

otherw ise appropriate, destroyed w hen no longer needed .VI hen anyofthe 
following conditions applies,working papers shallbe controlled and 
m arked in the sam e m annerprescribed fora finished docum entatthe 
sam e classification level: 

(1) Released by the originatoroutside the originating activity; 

(2) Retained m ore than 180 days from the date oforigin;or 

(3) Filed perm anently. 

(e) 0 therm ate rial. Bulky m ate rial, equipm ent, and facilities, 
etc., shallbe clearly iden tiffed in a m annerthat leaves no doubt 
aboutthe classif cation status ofthe m ate rial, the levelof 
protection required, and the du ration of classification .Upon a finding 
that identification would itself revealclassifed inform ation, such 
identification is not required . Supporting docum entation for such a 
finding m ustbe m aintained in the appropriate security facHity. 

(f) U nm arked m ate rials.Inform ation contained in unm arked records, 
or presidentialor related m ate rials,andwhich pertains to the 
natbnaldefense orforeign relations ofthe United States, created, 

m aintained, and protected as classifed inform ation underpriororders 
shall continue to be treated as classifed inform ation underthe 0 rder, 
and is subject to its provisions regarding declassification. 

(g) Classification by com piation/aggregation . Com pJation of item s 



thatare individually unclassifed m ay be classifed ifthe com piled 
inform ation m eets the standards established in section 1.2 of the 0 rder 
and reveals an add itiona lasso elation or relationship, as determ ined by 
the originalclassif cation authority. Any unclassifed portions w iLl 
be portion m arked (U ), w hile the overallm arkings w iLl ref&ct the 
classif cation ofthe com piled inform ation even if all the portions are 
m arked (U ). In any such situation , clear instructions m ustappearwith 
the com piled inform ation as to the circum stances underwhich the 
individualportions constitute a classifed com pilation,and when they 
do not. 

(h) Com m iigling of Restricted D ata (RD ) and Form erly Restricted 
D ata (FRD ) with inform ation classif ed underthe 0 rder. (1) To the 
extent practicable, the com m ingling in the sam e docum entofRD orFRD 
with inform ation classifed underthe 0 rdershould be avoided.W hen it 
is not practicable to avoid such com m ingling,the m arking requirem ents 
in the Orderand thisD irective, aswellas the m arking requirem ents in 
10 CFR part 1045 , N uclearClassif cation and Declassif cation , m ustbe 
followed. 

(2) Autom a tic d eclassif cation ofdocum ents containing RD orFRD is 
prohibited . Docum ents m arked as containing RD orFRD are excluded from 
the autom atic declassifcation provisions ofthe 0 rderuntilthe RD or 
FRD designation is properly rem oved by the Departm entof Energy. W hen 
the Departm entof Energy determ ines thatan RD orFRD designation m ay 
be rem oved,any rem aining inform ation classifed underthe 0 rderm ust 
be referred to the appropriate agency in accordance with the 
declassif cation provisions ofthe Orderand thisD irective. 

(3) For com m ingled docum ents,the "Declassify 0 n " line required 
by the 0 rderand this Directive shallnot include a declassif cation 
date oreventand shallinstead be annotated with "NotApplicable (or 
N/A) to RD/FRD portions" and "See source list forNSIportions."The 
source list, as described in Sec. 2001.22 (c)(1)(iQ, shalliiclude the 
declassif cation instruction foreach ofthe source docum ents 
classifed underthe 0 rderand shallnotappearon the frontpage of 
the docum ent. 

(4) If an RD orFRD portion is extracted for use ii a new docum ent, 
the requirem ents of 10 CFR part 1045 m ustbe followed . 

(5) Ifa portion classifed underthe 0 rderis extracted foruse in 

a new docum ent, the requirem entsofthe Orderand thisD irective m ust 
be followed .The declassif cation date forthe extracted portion shall 
be determ ined by using the source list required by Sec. 

2001.22 (c)(1) (ii), th e pertinent classif cation guide, or consultation 



with the origin a l classification authority with jurisdiction tbrthe 
inform ation . However, if a com m ingled do cum entis not portion m arked , 
it shall not be used asa source fora derivatively classifed 
docum ent. 

(6) Ifa com m ingled docum entis notportion m arked based on 
appropriate authority, annotating the source list with the 
declassif cation instructions and including the "D eclassify on " line 
in accordance with paragraph (h)(3) of this section are not required . 

The lack ofdeclassifcation instructions does notelin inate the 
requirem entto process com m ingled docum ents fordeclassifcation ii 
accordance with the Order, thisD irective, the Atom ic Energy 
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Act,orl0 CFR part 1045 when they are requested understatute orthe 
0 rder. 

(1) Transclassif ed Foreign N u clear Inform ation (TFNI). (l)As 
perm itted under42 U.S.C.2162(e),theDepartm entofEnergy shall 
rem ove from the Restricted Data category such inform ation concerning 
the atom ic energy program s of other nations as the Secretary of Energy 
and the D irectorof Nationallhtelligence jointly determ ine to be 
necessary to carry outthe provisions of 50 U .S .C . 403 and 403-1 and 
safeguarded underapplicable Executive orders as "NationalSecurity 
Inform ation " undera process called transclassif cation . 

(2) W hen Restricted Data inform ation is transclassif ed and is 
safeguarded as "NationalSecurity Inform ation ," it shallbe handled, 
protected, and classifed in conform ity with the provisions ofthe 
OrderandthisD irective .Such inform ation shallbe labeled as ' 'TFN I" 
and with any additionalidentifers prescribed by the Departm entof 
Energy. The label "TFN I" shallbe included on docum ents to indicate 
the inform ation's transclassif cation from the Restricted D ata category 
and its declassif cation process governed by the Secretary of Energy 
underthe Atom ic Energy Act. 

(3) Autom a tic declassif cation ofdocum ents containing TFN I is 
prohibited .Docum entsm arked as containing TFN la re excluded from the 
autom a tic declassification provisions ofthe 0 rderuntiLthe TFNI 
designation is properly rem oved by the Departm entof Energy. W hen the 

D epartm entofEnergy determ in es that a TFN Id esig nation m ay be rem oved , 
any rem aining inform ation classifed underthe 0 rderm ustbe referred 
to the appropriate agency in accordance with the declassification 
provisions ofthe 0 rderand this Directive. 



(j) Approved dissem ination controland handling m arkings. (1) 

Dissem ination controland handling m arkings identify the expansion or 
lin itation on the distribution ofthe inform ation .These m arkings are 

in addition to, and separate from ,the levelof classif cation . 

(2) 0 nly those externa Id issem ination controland handling m arkings 
approved by BOO or,with respect to the Intelligence Com m unity by the 
D irectorof Nationallntelligence for intelligence and intelligence- 
related inform ation, m ay be used by agencies to controland handle the 
dissem ination ofclassifed inform ation pursuantto agency regulations 
and to policy directives and guidelines issued under section 5 .4(d)(2) 
and section 6.2 (b) of the 0 rder. Such approved m arkings shall be 
uniform and binding on allagencies and m ustbe available in a central 
registry. 

(3) If used, the dissem ination controland handling m arkings wiLl 
appearatthe top and bottom ofeach page afterthe levelof 
classif cation. 

(k) Portion m arking waivers. (l)An agency head orsenioragency 
of fialm ay requesta waiverfrom the portion m arking requirem entfor 
a specific category of inform ation . Such a request shallbe subm itted 
to the D irectorof BOO and should include the reasons thatthe 
benefis ofportbn m arking are outweighed by other-factors. The 
requestm ustalso dem onstrate thatthe requested waiverwUlnotcreate 
in pedin ents to inform ation sharing. Statem ents citing adm inistrative 
burden alone w HI ordinarily not be viewed assuf fientgroundsto 
support a waiver. 

(2) Any approved portion m arking waiver will be tern porary with 
specific expiration dates. 

(3) Requests for portion m arking waivers from elem ents of the 
Intelligence Com m unity (to include pertinent elem ents ofthe Departm ent 
ofDefense) should include a statem entof support from the Directorof 
Nationallntelligence orhisorherdesignee. Requests for portion 

m arking waivers from elementsofthe Departm entofDefense (to include 
pertinentelem ents ofthe Intelligence Com m unity) should include a 
statem entof support from the Secretary ofDefense orhis orher 
designee. Requests for portion m arking waivers from elem ents ofthe 
Departm entofHom eland Security should include a statem entofsupport 
from the Secretary ofHom eland Security orhis orherdesignee. 

(4) A do cum ent not portion m arked, based on an BOO -approved 
waiver, m ust contain awaming statem ent that it m ay not be used as a 
source forderivative classification. 

(5) Ifa classifed docum entthatis notportion m arked, based on 



an EO 0 -approved waiver, is transm itted outside the originating 
organization, the docum entm ustbe portion m arked unless otherwise 
explicitly provided in the waiver approval. 

(1) M arking inform ation that has been reclassif ed . Specific 
inform ation m ay only be reclassifed ifallthe conditions of section 
1.7(d)ofthe 0 rderand its in plem enting directives have been m et. 

(1) W hen taking this action , an origin a l classification authority 
m ustinclude the following m arkings on the inform ation: 

(1) The levelof classification; 

(ii) The identity, by nam e and position ,orby personalidentifer 
ofthe origin a l classification authority; 

(iii) D eclassif cation instructions; 

(iv) A concise reason for classification , including reference to 
the applicable classification category from section 1.4 ofthe 0 rder; 
and 

(v) The date the reclassification action was taken . 

(2) The original classification authority shall notify all know n 
authorized holders of this action . 

(m ) M arking of electronic storage m edia . Classif ed com puterm edia 
such as USB sticks, hard drives, CD RON s, and diskettes shallbe m arked 
to indicate the highestoverallclassifcation ofthe inform ation 
contained within the m edia. 


Sec. 2001.25 D eclassif cation m arkings. 

(a) General. A uniform security classification system requires that 
standard m arkings be applied to declassifed inform ation . Exceptin 
extraordinary circum stances,oras approved by the Directorof E00 , 
the m arking ofdeclassifed inform ation shallnotdeviate from the 
following prescribed form ats. If declassif cation m arkings cannot be 
af fed to specific inform ation orm ate rials, the originator shall 
provide holdersorrecipientsofthe inform ation with w ritten 
instructions form arking the inform ation . M arkings shallbe uniform ly 
and conspicuously applied to leave no doubtaboutthe declassify 
status ofthe inform ation and w ho authorized the declassification. 

(b) The following m arkings shallbe applied to records, or copies 
of records, regardless ofm edia: 

(1) The word, "Declassify;" 

(2) The identity ofthe declassification authority, by nam e and 
position, or by personalidentif er, orthe title and date ofthe 



declassification guile. If the ±1 entity of the declassification 
authority m ust be protected ,a personalidentiferm ay be used or the 
inform ation m ay be retained in agency ties. 

(3) The date of declassification ; and 

(4) The overall classification m arkings thatappearon the cover 
page or fist page shall be lined with an "X " or straight line. An 
exam pie m ightappearas: 

SECRET 

Declassifed by David Sm ith , Chief, Division 5 , August 17,2008 
Sec. 2001.26 Autom atic declassification exem ption m arkings. 

(a) N arking inform ation exem pted from autom a tic declassification at 
25 years. (1)W hen the Panelhas approved an agency proposalto exem pt 
perm anently valuable inform ation from autom atic declassification at25 
years, the "Declassify On" line shallbe revised to include the 
sym bol"25X "plus the 
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num ber(s) that corresponds to the category (ies) in section 3 .3 (b) of 
the 0 rder. Except forw hen the exem ption pertainsto inform ation that 
should clearly and dem onstrably be expected to revealthe identity ofa 
confdientialhum an source,ora hum an intelligence source,orkey 
design concepts ofweapons of m ass destruction , the revised 
"D e classify 0 n " line shall also include the new date for 
declassification as approved by the Panel, notto exceed 50 years from 
the date oforigin ofthe re cord . Records that contain inform ation, the 
release ofwhich should clearly and dem onstrably be expected to reveal 
the identity ofa confdientialhum an source ora hum an intelligence 
source, or key design concepts ofweapons of m ass destruction , are 
exem ptfrom autom atic declassification at50 years. 

(2) The pertinent exem ptions, using the language of section 3 .3 (b) 
ofthe 0 rder,are: 

25X1: revealthe identity ofa confdientialhum an source, a 
hum an intelligence source, a relationship with an intelligence or 
security service ofa foreign govemm entorintemational 
organization, or a non-hum an intelligence sourcejorin pair the 
ef dictiveness ofan intelligence m ethod currently in use, available 



for use, or under developm ent. 

25X2: revealirform ation thatwould assist in the developm ent, 
production,oruse ofweapons ofm ass destruction; 

25X3 : revealiiform ation thatwould in pairlJ .S . cryptologic 
system s or activities; 

25X4: revealiiform ation thatwould in pairthe application of 
state-of-the-art technology within a U .S . weapon system ; 

25X5 : reveal form ally nam ed or num be red U .S. m ilitary war plans 
that rem ain in ef £ct, or revealoperationalortacticalelem ents of 
priorplans thatare contained in such active plans; 

25X6: revealiiform ation, including foreign govemm ent 
inform ation,thatwould cause serious harm to relations between the 
U nited States and a foreign govemm ent, or to ongoing dip lorn atic 
activities ofthe United States; 

25X7: revealiiform ation thatwould in pairthe current ability 
ofUnited States Govemm entof fials to protect the President, Vice 
President, and other protectees forwhom protection services, in the 
interestof the nationalsecu rity, are authorized; 

25X8: revealiiform ation thatwould seriously in pair current 
nationalsecu rity em ergency preparedness plans or re veal current 
vulnerabilities of system s, installations, or infrastructu res 
relating to the nationalsecu rity; or 

25X9 : violate a statute, treaty, orintemationalagreem entthat 
does notperm it the autom atic or unilateraldeclassif cation of 
inform ation at25 years. 

(3) The pertinent portion ofthe m arking would appearas: 

Declassify On: 25X4,20501001 

(4) Docum ents should notbem arked with a "25X "m arking until the 
agency has been inform ed thatthe Panelconcurs with the proposed 
exem ption. 

(5) Agencies need not apply a "25X " m arking to individual 
docum ents contained in a fie series exem pted from autom atic 
declassif cation under section 3.3(c)ofthe 0 rderuntithe individual 
docum entis rem oved from the fie and m ay only apply such a m arking as 
approved by the Panel under section 3 .3 (j) of the 0 rder. 

(6) inform ation containing foreign govemm entinform ation wiLlbe 
m arked with a date in the ' 'D eclassify On"line thatis no m ore than 
25 years from the date ofthe docum entunless the originating agency 
has applied forand received Panelapprovalto exem ptforeign 



govemm entirfbrm ation from declassification at25 years. Upon receipt 
of Panelapproval, the agency m ay use eitherthe 25X6 or25X9 exem ption 
m arkings, as appropriate, in the "Declassify On" followed by a date 
thathas also been approved by the Panel.An exam pie m ightappearas: 
25X6,20600129, or25X9,20600627 . The m arking "subjectto treaty or 
intemationalag reem ent"is not to be used at any tin e. 

(b) M arking inform ation exem pted from autom atic declassification at 
50 years. Records exem pted from autom atic declassification at50 years 
shallbe autom atically declassifed on Decern ber31 ofa yearthatis no 
m ore than 75 years from the date oforigin unless an agency head, 
within fsie years ofthatdate, proposes to exem ptspecifi inform ation 
from declassification at75 years and the proposalis form ally approved 
by the Panel. 

(1) W hen the inform ation clearly and dem onstrably could be expected 
to revealthe identity ofa confdientialhum an source ora hum an 
intelligence source,the m arking shallbe "50X1-HUM ." 

(2) W hen the inform ation clearly and dem onstrably could reveal key 
design concepts ofweapons of m ass destruction , the m arking shallbe 
"50X2-W MD ." 

(3) I) extraordinary cases in w hich the Panelhas approved an 

exem ption from declassification at50 years undersection 3.3(h) ofthe 
0 rder, the sam e procedures as those underSec. 2001.26 (a) wiLlbe 
followed with the exception thatthe num ber "50 "wiLlbe used in 
place ofthe "25." 

(4) Requests forexem ption from autom atic declassification at50 
years from elem ents ofthe Intelligence Com m unity (to include pertinent 
elem ents ofthe Departm entofDefense) should include a statem entof 
support from the D irectorof National Intelligence orhisorher 
designee. Requests forautom atic declassification exem ptions from 

elem ents ofthe Departm entof Defense (to include pertinentelem ents of 
the Intelligence com m unity) should include a statem entof support from 
the Secretary ofDefense orhis orherdesignee. Requests forautom atic 
declassification exem ptions from elem ents ofthe Departm entofHom eland 
Security should include a statem entof support from the Secretary of 
the Departm entofHom eland Security orhis orherdesignee. 

(c) N arking inform ation exem pted from autom atic declassification at 
75 years. Records exem pted from autom atic declassification at75 years 
shallbe autom atically declassifed on Decern ber31 ofthe yearthathas 
been form ally approved by the Panel. 

(1) Inform ation approved by the Panelas exem pt from autom atic 
declassification at75 years shallbe m arked "75X "with the 



appropriate autom atic declassifcation exem ption category num ber 
■followed by the approved declassification date orevent. 

(2) Requests forexem ption from autom atic declassification at75 
years from elem ents of the Intelligence Com m unity (to include pertinent 
elem ents ofthe Departm entofDefense) should include a statem entof 
support from the D irectorof National Intelligence orhisorher 
designee. Requests forautom atic declassification exem ptions from 
elem ents ofthe Departm entof Defense (to include pertinentelem ents of 
the Intelligence com m unity) should include a statem entof support from 
the Secretary ofDefense orhisorherdesignee. 

SubpartD --Declassifcation 


Sec. 2001.30 Autom atic declassification . 

(a) General. Alldepartm ents and agencies thathave original 
classification authority orpreviously had origin a l classification 
authority, orm aintain records determ ined to be perm anently valuable 
that contain classifed nationalsecurity inform ation, shall com ply 

wiih the autom atic declassification provisions ofthe 0 rder. All 
agencieswith origin a l classification authority shall cooperate w ith 
NARA in m anaging autom atic declassification of accessioned Federal 
records, presidentialpapers and records, and donated historical 
m ate rials underthe controlofthe Archivist. 

(b) Presidentialpapers, m ate rials, and records. The Archivist 
shallestablish procedures forthe declassification of presidential, 
vice-presidential, orW hite House m ate rials transferred to the legal 
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custody ofNARA orm aintained in the presidentiallibraries. 

(c) Classifed inform ation in the custody of contractors, 
licensees, certificate holders, or gran tees. Pursuant to the provisions 
ofthe National In dustrialSecuriiy Program , agencies m ust provide 
security classification/declassification guidance to such entities or 
individuals who possess classifed inform ation . Agencies m ust also 
determ ine ifclassifed Federalrecorcls are held by such entities or 
individuals, and if so, w h ether they are perm anentrecordsof 
historical value and thus subject to section 3 .3 ofthe 0 rder. Until 
such a determ ination has been m ade by an appropriate agency of fial, 



such records shall not be subject to autom atic declassification, or 
destroyed , and shall be safeguarded in accordance with the m ost recent 
security classifcation/declassifcation guidance provided by the 
agency. 

(d) Transferred inform atdon.fi the case of classifed inform ation 
transferred in conjunction with a transferof functions, and notm erely 
for storage, the receiving agency shallbe deem ed to be the originating 
agency. 

(e) Unof fially transferred inform ation . fi the case of classifed 
inform ation thatis notof fially transferred as descried in 
paragraph (d) ofthis section but that o rig inated in an agency thathas 
ceased to existand forwhich there is no successoragency, the agency 
in possession shallserve as the originating agency and shallbe 
responsile foractins forthose records in accordance with section 

3 .3 ofthe 0 rderand in consultation with the Directorofthe National 
Declassifcation Center (NDC). 

(f) Processing records originated by anotheragency.W hen an agency 
uncovers classifed records originated by anotheragency thatappearto 
m eetthe criteria for referral according to section 3 .3 (d) ofthe 

Order, the finding agency shall id entity those records for referral to 
the originating agency as described in Sec. 2001.34. 

(g) U n scheduled records. Classif ed inform ation in recordsthat 
have notbeen scheduled fordisposalor retention by NARA is not 
subject to section 3 .3 ofthe 0 rder. Classifed inform ation in records 

that becom e scheduled as perm anentlyvaluablewhen that inform ation is 
already m ore than 20 years old shallbe subject to the autom atic 
declassification provisions of section 3.3 ofthe 0 rder fie years from 
the date the recordsare scheduled . Classifed inform ation in records 
that becom e scheduled as perm anentlyvaluablewhen that inform ation is 
less than 20 years old shallbe subject to the autom atic 
declassification provisions of section 3 .3 ofthe 0 rderat25 years. 

(h) Tern porary records and non-record m ate rials. Classifed 
inform ation contained in records determ ined notto be perm anently 
valuable or non -record m ate rials shallbe processed in accordance with 
section 3 .6(c) ofthe 0 rder. 

(i) Foreign govemm ent inform ation .The declassifying agency is the 
agency that initially received orclassifed the inform ation . W hen 
foreign govemm entinform ation appears to be subject to autom atic 
declassification, the declassifying agency shalldeterm ine w hetherthe 
inform ation is subject to a treaty or intemationalag reem entthatdoes 
not perm it autom atic or unilate raid eclassif cation .The declassifying 



agency shallalso determ ine if another exem ption under section 3.3(b) 
ofthe 0 rder, such as the exem ption that pertains to U nited States 
foreign relations, m ay apply to the inform ation . If the declassifying 
agency believes such an exem ption m ay apply, it should consultwith any 
other concerned agencies in m aking its declassification determ inatbn. 

The declassifying agency or the Departm ent of State, as appropriate, 
m ay consultwith the foreign govemm entpriorto declassification. 

(j) Assistance to the Archivist ofthe United States. Agencies 
shallconsultwith the D irectorof the NDC established in section 3.7 
ofthe 0 rder concerning theirautom atic declassif cation program s. At 
the requestof the Archivist, agencies shall cooperate with the 
Directorofthe NDC in developing priorities forthe declassification 

of records to ensure that declassif cation is accom plished ef fiently 
and in a tin ely m anner. Agencies shall consultw ith NARA and the 
DirectoroftheNDC before reviewing records ii theirholdingsto 
ensure that appropriate procedures are established form aintaining the 
integrity ofthe records and thatNARA receives accurate and suf fient 
inform ation aboutagency declassification actions, including m etadata 
and other processing inform ation,when recordsare accessioned by NARA. 
This data shallinclude certification by the agency thatthe records 
have been reviewed in accordance with Public Law 105-261, section 3161 
governing Restricted Data and Form erly Restricted Data. 

(k) Use ofapproved declassification guides.Approved 
declassification guides are the sole basis forthe exem ption from 
autom atic declassification of specific inform ation as provided in 
section 3.3(b)ofthe 0 rderand the sole basis forthe continued 
classification of inform ation under section 3 .3 (h) of the 0 rder. These 
guides m ust be prepared in accordance w ith section 3 .3 (j) of the 0 rder 
and include additbnalpertinent detail relating to the exem ptions 
described in sections 3.3(b)and 3.3(h)ofthe 0 rder, and follow the 
form at required of declassification guides as described in Sec. 
2001.32.During a review under section 3.3 ofthe 0 rder, it is expected 
that agencies will use these guides to identify specific inform ation 
forexem ption from autom atic declassification . His further expected 
thatthe guides ordetailed declassification guidance wiLlbe m ade 
available to the NDC under section 3.7(b)ofthe Orderand to 
appropriately cleared individuals of otheragencies to support equity 
recognition. 

(l) Autom atic declassification date. No laterthan Decern ber31 of 
the year that is 25 years from the date oforigin, classifed records 
determ ined to be perm anently valuable shallbe autom atically 



declassifed unless autom atic declassification has been delayed forany 
reason as provided in Sec. 2001.30(n) and sections 3.3(b) and (c) of 
fheOrder. If the date oforigin ofan individual record cannot be 
readily determ ined, the date of originalclassif cation shallbe used 
instead. 

(m ) Exem ptbn from Autom atic Declassification at25,50,or75 
years. Agencies m ay propose to exem ptfrom autom atic declassifcation 
specific inform ation, either by reference to inform ation in specific 
records,in specific fie seriesofrecords,orin the form ofa 
declassification guide, in accordance w ±th section 3 .3 (j) of the 0 rcler. 
Agencies m ay propose to exem ptinform ation within fie years of, but 
notlaterthan one yearbefore the inform ation is subject to autom atic 
declassification .The agency head orsenioragencyof fiat, within the 
specif ed tin efram e, shall notify the DirectorofEOO , serving as the 
Executive Secretary of the Panel, of the specific inform ation being 
proposed forexem ption from autom atic declassification. 

(n) Delays in the onsetof autom atic declassification--(1) M edia 
thatm ake a review forpossible declassification exem ptions m ore 
dif fultorcostly.An agency head orsenioragency of fialshall 
consultwith the D irector of the NDC before delaying autom atic 
declassification forup to fie years forclassifed inform ation 
contained in m edia thatm ake a review forpossible declassification 
m ore d if fultor costly. W hen determ iied by NARA or jointly determ ined 
byNARA and another agency, the follow ing m ay be delayed 
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due to the increased d if fulty and cost of conducting declassification 
processing: 

(1) Records requiring extraordinary preservation or conservation 
treatm ent, to include reform atting,to preclude dam age to the records 
by declassification processing; 

(ii) Records w hich pose a potentialm enace to health , life, or 
property due to contam ination by a hazardous substance; and 

(iii) Electronic m edia ifthe m edia is subject to issues of 
software orhardware obsolescence ordegraded data. 

(2) Referred records. Records containing classif ed inform ation 
that originated with otheragencies orthe disclosure ofwhich would 
affctthe interests oractivities of otheragencies and could 
reasonably be expected to follunderone orm ore ofthe exem ption 
categories of section 3 .3 (b) ofthe 0 rder shallbe identifed priorto 



the onsetof autom atic declassif cation tbrlater referralto those 
agencies. Declassif cation reviewers shallbe trained periodically on 
otheragency equities to aid in the proper identification of other 
agency equities eligible for referral. 

(i) Inform ation properly identifed as a referralto anotheragency 
contained in records accessioned by NARA orin the custody of the 
presidentiallibraries shallbe subject to autom atic declassification 
only afterthe referralhas been m ade available by NARA foragency 
review in accordance with Sec. 2001.34, provided the inform ation has 
nototherwise been properly exem pted by an equity holding agency unde 
section 3 .3 of the 0 rder. 

(ii) Inform ation properly identifed as a referralto another 
agency contained in recordsm aintained in the physical, but not legal, 
custody ofNARA shallbe subject to autom atic declassification after 
accessioning and in accordance with Sec. 2001.34, provided the 
inform ation has nototherwise been properly exem pted by an equity 
holding agency under section 3.3 ofthe Order. 

(3) Newly discovered records. An agency head or senior agency 
of fialm ustconsultwith the Directorof E00 on any decision to 
delay autom atic declassification of newly discovered records no later 
than 90 days, from the discovery ofthe records.The notification shall 
identify the records, theirvolum e, the anticipated date for 
declassification, and the circum stances of the discovery. An agency m ay 
be granted up to three years from the date of discovery to m ake a 
declassification, exem ption, or referral determ ination. If referrals to 
other agencies are properly identif ed, they w ill be handled in 
accordance with subparag raphs2(ijand 2 (iij above. 

(4) Integral fie blocks. Classifed recordswithin an integral 
fie blockthatare otherw ise subject to autom atic declassification 
undersection 3 .3 ofthe 0 rdershallnotbe autom atically declassif ed 
untiLDecem ber31 ofthe yearthatis 25 years from the date ofthe 

m ost recent record within the fie block. Forpurposes ofautom atic 
declassification, integ ralf 3e blocks shall contain only records dated 
within ten years ofthe oldest record in the fie block. Integralfie 
blocks applied prior to D ecem ber 29,2009, that coverm ore than ten 
years rem ail in ef £ct untiLDecem ber31,2012, unless an agency 
requests an extension from the Directorof E0 0 on a case-by-case basis 
prior to D ecem ber31,2011,which is subsequently approved . 

(5) File series exem ptions. Agencies seeking to delay the autom atic 
declassification of a specific seriesofrecordsas defined in section 
6.1(r)ofthe 0 rder because it aim ost invariably contains inform ation 



that -fells w ±th in one orm ore ofthe exem ption categories undersection 
3 .3 (b) m ust subm it their request in accordance w ith section 3 .3 (c) of 
the 0 rderto the Directorof E00 , serving as Executive Secretary of 
the Panel, atleastone yearpriorto the onsetofautom atic 
declassif cation . 0 nee approved by the Panel, the records in the f 3e 
series exem ption rem ain subject to section 3 .5 ofthe 0 rder.This delay 
applies only to recordswithin the specific fie series. Copies of 
recordswithin the specific fie seriesorrecordsofa sin ilartopic 
to the specific fie series located elsewhere m ay be exem pted in 
accordance with exem ptions approved by the Panel. 

(o) Redaction standard.Agencies are encouraged butare not 
required to redactdocum ents thatcontain inform ation thatis exem pt 
from autom atic declassification under section 3 .3 ofthe 0 rder, 
especially if the inform ation thatm ust rem ain classifed com prises a 
relatively sm allportion ofthe docum ent.Any such redactions shallbe 
perform ed in accordance with policies and procedures established in 
accordance with Sec. 2001.45(d). 

(p) Restricted Data and Form erly Restricted Data. (1) Restricted 
Data and Form erly Restricted Data are excluded from the autom atic 
declassification requirem ents in section 3 .3 ofthe 0 rderbecause they 
are classifed under the Atom ic EnergyActofl954,asam ended. 
Restricted Data concerns: 

(1) The design,m anufoctu re, or utilization ofatom ieweapons; 

(ii) The production of specialnuclearm ate rial, e .g ., enriched 
uranium orplutonium ;or 

(iii) The use of specialnuclearm aterialin the production of 
energy. 

(2) Form erly Restricted Data is inform ation thatis stQl 

classif ed under the Atom ic EnergyActofl954,asam ended,butwhich 
has been rem oved from the Restricted Data category because it is 
related prir ariLy to the m ilitary utilization ofatom ic weapons. 

(3) Any docum entm arked as containing Restricted Data or Form erly 
Restricted Data oridentifed as potentially containing unm arked 
Restricted Data or Form erly Restricted Data shallbe referred to the 
Departm entofEnergy in accordance with Sec. 2001.34(b)(8). 

(4) Autom atic declassif cation of docum ents containing Restricted 
Data orForm erly Restricted Data is prohibited. Docum ents m arked as 
containing Restricted Data orForm erly Restricted Data are excluded 
from the autom atic declassifcation provisions ofthe 0 rderuntJLthe 
Restricted Data orForm erly Restricted Data designation is properly 

rem oved by the Departm entof Energy. W hen the Departm entof Energy 



determ ines that a Restricted Data or Form erly Restricted Data 
designation m ay be rem oved,any rem aining inform ation classifed under 
the 0 rderm ustbe referred to the appropriate agency in accordance with 
the declassification provisions ofthe 0 rderand this Directive. 

(5) Any docum ent containing inform ation concerning foreign nuclear 
program s thatwas rem oved from the Restricted Data category in orderto 
carry out provisions ofthe NationalSecurity Act of 1947 ,asam ended, 
shallbe referred to the Departm entofEnergy. 

(6) The Secretary of Energy shalldeterm inewhen inform ation 
concerning foreign nuclear prog ram s thatwas rem oved from the 
Restricted Data category in orderto carry outthe provisions ofthe 
NationalSecurity Act of 1947 , as am ended, m ay be declassifed . U nless 
otherwise determ ined, inform ation concerning foreign nuclear prog ram s 
(e .g intelligence assessm entsor reports, foreign nuclear prog ram 
inform ation provided to the U .S.Govemm ent) shallbe declassifed when 
com parable inform ation concerning the United States nuclear prog ram is 
declassifed . W hen the Secretary of Energy determ ines that inform ation 
concerning foreign nuclear prog ram s m ay be declassifed ,any rem aining 
inform ation classifed underthe 0 rderm ustbe referred to the 
appropriate agency in accordance with the declassification 
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provisions ofthe 0 rderand this Directive. 


Sec. 2001.31 System atic declassification review. 

(a) G eneral. Agencies shall establish system atic review program s 
forthose records containing inform ation exem pted from autom atic 
declassification .This includes individual records aswellas fie 
series of records. Agencies shallprioritize their review of such 
records in accordance with priorities established by the NDC . 


Sec. 2001.32 Declassification guides. 

(a) Preparation of declassification guides. Beginning one year 
after the ef Active date of this directive, declassif cation guides 
m ustbe subm itted to the Directorof BOO , serving as the Executive 
Secretary ofthe Panel, at least one year prior to the onset of 



autom atic declassification forapprovalby the Panel. Currently 
approved guiles rem a in in ef^ctuntiLa new guide is approved, to the 
extentthey are otherwise applied consistentw±th section 3.3(b) ofthe 
0 rder.The in-form ation to be exem pted m ustbe narrowly defined ,with 
suf tie nt specif city to allow the userto identify the inform ation 
w ith precision. Exem ptions m ustbe based upon specific content and not 
type ofdocum ent. Exem ptions for generalcategories of inform ation are 
not acceptable. Agencies m ust prepare guides that clearly delineate 
between the exem ptions proposed under sections 3 .3 (b), 3 .3 (h )(1) and 

(2), and 3.3(h)(3). 

(b) General con tent of declassification guides. Declassification 
guides m ustbe specific and detailed as to the inform ation requiring 
continued classification and clearly and dem onstrably explain the 
reasons for continued classification . D eclassif cation guides shall: 

(1) Be subm itted by the agency head orthe designated senioragency 
of fial; 

(2) Provide the date of issuance or last review ; 

(3) State precisely the inform ation that the agency proposes to 
exem pt from autom atic declassification and to specifically declassify; 

(4) Identify any related f 3es series that have been exem pted from 
autom atic declassification pursuantto section 3 3 (c) ofthe 0 rder; and 

(5) To the extenta guide is used in conjunction with the autom atic 
declassification provisions in section 3 .3 ofthe 0 rder, state 
precisely the elem ents of inform ation to be exem pted from 
declassification to include: 

(1) The appropriate exem ption category listed in section 3 .3 (b), 
and , if appropriate, section 3.3(h)ofthe0rcler;and 

(ii) A date oreventfordeclassifcation thatis in accordance 
w ith section 3 .3 (b) or section 3 .3 (h). 

(c) Internal review and update. Agency declassification guides 
shallbe reviewed and updated as circum stances require, butatleast 
once every fie years. Each agency shallm aintain a listof its 
declassification guides in use. 

(d) D issem ination ofguides. (1) D e classification guides shallbe 
dissem inated within the agency to be used by allpersonnelwith 
declassification review responsibilities. 

(2) Declassification guides ordetaied declassification guidance 
shallbe subm itted to the Directorofthe NDC in accordance with 
section 3 .7 (b)(3) ofthe 0 rder. 



Sec. 2001.33 M andatory review fordeclassif cation . 


(a) U .S. originated inform ation-(l) Regulations. Each agency shall 
publish, and update as needed or required, in the Fed era l Register 
regulations concerning the handling of m andatory declassifcation 
review requests, to include the identity of the person (s) or of fe(s) 
to w hich requests should be add ressed . 

(2) Processing-(i) Requests for classif ed records in the custody 
ofthe originating agency.A valid m andatory declassification review 
requestm ustbe of suf fie nt specif city to allow agency personnel to 
locate the records containing the inform ation soughtwith a reasonable 
am ountofefdjrt. Requests for broad types of inform ation, entire fie 
series of records, or sin iar non-specific requests m ay be denied by 
agencies for processing under this section .In responding to m andatory 
declassification review requests, agencies shallm ake a fmal 
determ ination within one yearfrom the date of receipt.W hen 
inform ation cannotbe declassifed in its entirety, agencies shallm ake 
reasonable ef dirts to release, consistentw ith other applicable law s, 
those declassifed portions ofthe requested inform ation that 
constitute a coherent segm ent. Upon denial, in wh ole orin part, of an 
initial request, the agency shallalso notify the requestorof the 
rightofan adm inistrative appeal,which m ustbe fled within 60 days 
of receipt of the denial. Agencies receiving m andatory review requests 
are expected to conducta line-by-line review ofthe record(s) for 
public access and are expected to release the inform ation to the 
requestor, unless thatinform ation is prohibited from release underthe 
provisions of a statutory authority, such as, but not tin ited to, the 
Freedom of Inform ation Act, (5 U .S .C . 552), as am ended , the 
PresidentialRecordsActof 1978 (44 U .S .C . 2201-2207), or the National 
Security Act of 1947 (Pub . L. 235,61 Stat.496,50 U .S £ . C hapter 15). 

(ii) Requests for classifed records in the custody of an agency 
otherthan the originating agency. W hen an agency receives a m andatory 
declassif cation review request for records in its possession thatwere 
originated by an other agency, it shall referthe request and the 
pertinent records to the originating agency. However, if the 
originating agency has previously agreed thatthe custodialagency m ay 
review its records, the custodialagency shallreview the requested 
records in accordance with declassification guides orguidelines 
provided by the originating agency. Upon receipt of a request from the 
referring agency, the originating agency shallprom ptly process the 
request for declassif cation and release in accordance w ith this 



section . The originating agency shall com m unicate its declassif cation 
determ ination to the referring agency.The referring agency is 
responsible fercollecting allagency review results and inform ing the 
requestorofany fmaldecision regarding the declassif cation ofthe 
requested inform ation unless a priorarrangem enthas been m ade with the 
originating agency. 

(iii) Appeals of denials of m andatory declassif cation review 
requests.The agency appellate authority shallnorm ally m ake a 
determ ination within 60 working days following the receiptofan 
appeal. If additionaltiii e is required to m ake a determ ination, the 
agency appellate authority shallnotify the requesterof the additional 
tin e needed and provide the requesterwith the reason forthe 
extension .The agency appellate authority shallnotify the requestor in 
w riting ofthe fmaldeterm ination and ofthe reasons forany denial. 

The appellate authority m ust inform the requestorof his orherfmal 
appealrights to the Panel. 

(iv) Appeals to the Interagency Security Classif cation Appeals 
Panel. In accordance w ith section 5 .3 (c) ofthe 0 rder, the Panelshall 
publish in the FederalRegisterthe rules and procedures forbringrig 
m andatory de classif cation appeals before it. 

(v) Records subject to m andatory de classif cation review . Records 
containing inform ation exem pted from autom atic de classif cation in 
accordance with section 3.3(c)ofthe0rderorwith Sec. 2001.30(n)(l) 
are stQlsubjectto the m andatory declassifcation review provisions 

of section 3 .5 ofthe 0 rcler. 
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(b) Foreign govemm ent inform ation . Except as provided in this 
paragraph , agencies shallprocess m andatory declassif cation review 
requests forclassifed records containing foreign govemm ent 
inform ation in accordance w ith this section. The declassifying agency 
is the agency that initially received orclassifed the inform ation. 

W hen foreign govemm entinform ation is being considered for 
declassif cation, the declassifying agency shalldeterm ine w hetherthe 
inform ation is subject to a treaty or intematbnalag reem entthatdoes 
not perm it autom atic or unilate raid eclassif cation .The declassifying 
agency orthe Departm ent of State, asappropriate,m ay con suit with the 
foreign govemm ent(s) priorto declassif cation . 

(c) C rypto logic inform ation . M andatory declassif cation review 
requests for crypto logic inform ation shallbe processed in accordance 



with specialprocedures issued by the Secretary ofDefense and,when 
crypto logic inform ation pertains to intelligence activities, the 
D irector of National Intelligence. 

(d) Intelligence inform ation . M andatory declassification review 
requests forinform ation pertaining to intelligence sources,m ethods, 
and activities shallbe processed in accordance with specialpracedures 
issued by the Director of Nationallhtelligence. 

(e) Fees. In responding to m andatory declassification review 
requests for classifed records, agency heads m ay charge fees in 
accordance with 31 U.S.C.9701 or relevant fee provisions in other 
applicable statutes. 

(f) Requests tied underm andatory declassification review and the 
Freedom of Inform ation Act.W hen a requester subm its a requestboth 
underm andatory declassification review and the Freedom of Inform ation 
Act (FO 1A), the agency shallrequire the requestorto selectone 
process or the other. If the requestor foils to selectone or the 

other, the requestw ill be treated asa F01A request unless the 
requested m ate rials are subjectonly to m andatory declassification 
review. 

(g) FO 1A and Privacy Act requests. Agency heads shallprocess 
requests for declassification thatare subm itted underthe provisions 
ofthe F01A,asam ended,orthe Privacy Act of 1974 (5 U .S .C . 552a), as 
am ended, ii accordance w ith the provisions of those Acts. 

(h) Redaction standard .Agencies shall redact docum ents thatare 
the subjectofan access dem and unless the overallm eaning or 
inform ationalvalue ofthe docum entis clearly distorted by redaction. 
The specific reason for the redaction , as provided for in section 1.4 
or 3 .3 (b) of the 0 rder, as applicable, m ustbe included fo reach 
redaction .Inform ation that is redacted due to a statutory authority 

m ustbe clearly m arked with the specific authority that authorizes the 
redaction .Any such redactions shallbe perform ed in accordance w ith 
policies and procedures established in accordance with Sec. 

2001.45(d). 

(i) Lin nations on requests. Requests form andatory 
declassification review m ade to an elem entofthe Intelligence 

Com m unity by anyone otherthan a citizen ofthe United States oran 
alien law folly ad m itted for perm anentresidence,m ay be denied by the 
receiving Intelligence Com m unity elem ent. Docum ents required to be 
subm itted for pre-publication review orotheradm inistrative process 
pursuantto an approved nondisclosure agreem entare notsubjectto 
m andatory declassification review. 



Sec. 2001.34 Referrals. 


(a) General. Referrals are required under sections 3 .3 (d)(3) and 
3 .6(b) of the 0 rderin orderto ensure the tin ely,ef fie nt, and 

ef f ctive processing of review s and requests and in orderto protect 
classiffd inform ation from inadvertentdisclosure. 

(b) Autom a tic declassif cation .The referralprocess for records 
subject to autom atic declassif cation entails identif cation of records 
containing classiffd inform ation that originated with otheragencies 
or the disclosure ofwhich would affctthe interests or activities of 
otheragencies.Those records thatcould reasonably be expected to fell 
underone orm ore ofthe exem ptions in section 3.3(b)ofthe Orderare 
eligible for referral.The referralprocess also entails form al 

notif cation to those agencies, m aking the records available for review 
by those agencies, and recording fmalagency determ inations. 

(1) Fi accordance w ith section 3 .3 (d)(3) of the 0 rder, the 
identif cation ofrecordseligible forreferralisthe responsibility 
ofthe prill ary reviewing agency and shallbe com pleted priorto the 
date of autom atic declassif cation established by section 3 .3 (a) ofthe 
0 rder. 

(2) Except as otherwise determ ined bytheDirectoroftheNDC, 
prill ary reviewing agencies shallutflize the Standard Form 715, 

Gove mm ent Declassif cation Review Tab,to tab and identify any Federal 
record requiring referraland record the referralin a m annerthat 
provides the referral in form ation in an NDC database system . 

(3) Notification of referralof records accessioned into NARA orii 
the custody ofthe presidentiallibraries,and m aking the records 
available for review , is the responsibility of NARA and shallbe 
accom plished through the NDC . 

(4) W ith in 180 days ofthe eff ctive date of this provision , the 
NDC shalldevelop and provide the af feted agencies with a 

com prehensive and prioritized schedule forthe resolution of referrals 
contained in accessioned Federalrecords and Presidentialrecords.The 
schedule shallbe developed in consultation with the affeted agencies, 
considerthe public interest in the records, and be in accordance w ith 
the authorized delays to autom atic declassification set forth ii 
section 3 .3 (d) of the 0 rder. The initial schedule shall cover the 
balance ofthe fisteffetive ficalyearand four subsequent fical 
years. Thereafter, the schedule shall cover fie f icalyears. The NDC 



shallconsultw±th the af dieted agencies and update and provide such 
schedules annually. 

(5) The NDC shallprovide form alnotif cation ofthe availability 
ofa referralto the receiving agency and records wiLlbe subject to 
autom atic declassification ii accordance with the schedule prom ulgated 
bytheNDC in paragraph (b)(4)ofthis section, unless the inform atbn 
has been properly exem pted by an equity holding agency undersection 
3 .3 ofthe 0 rder. 

(6) Records in the physicalbut notlegalcustody ofNARA shallbe 
subject to autom atic declassif cation afteraccessioning and in 
accordance with paragraphs (b)(3) and (b)(5) of this section . 

(7) Agencies thatestablish a centralized -facility as described in 
section 3 .7 (e) m ay m ake direct referrals provided such activities fell 
within the priorities and schedule established by the NDC and the 
activity is otherwise coordinated with the NDC.In such cases,the 
centralized facility is responsible for providing form alnotif cation 
ofa referralto receiving agencies and form aking the records 
available forreview ordirectform alreferralto agencies by providing 
a copy ofthe records unless anotherm echanism is identifed in 
coordination with the NDC .As established in section 3.3(d)(3)(B), 
referrals to agencies from a centralized agency records -facility as 
described in section 3 .7 (e) ofthe 0 rderw iLlbe autom atically 
declassif ed up to three years afterthe form alnotif cation has been 
m ad e, if the receiving agency foils to provide a f maldeterm in atbn . 

(8) Records m arked as containing Restricted Data or Form erly 
Restricted Data oridentifed as potentially 
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containing unm arked Restricted Data or Form erly Restricted Data shall 
be referred to the Departm entofEnergy through the NDC .Ifthe 
Departm entofEnergy confim sthatthedocum entcontains Restricted 
D ata or Form erly Restricted D ata, it shall then be excluded from the 
autom atic declassifcation provisions ofthe 0 rderuntlthe Restricted 
Data or Form erly Restricted Data designation is properly rem oved. 

(i) W hen the Departm entofEnergy provides notification thata 
Restricted Data or Form erly Restricted Data designation is not 
appropriate orwhen it is properly rem oved, the record shallbe 
processed forautom atic declassif cation through the NDC . 

(ii) In all cases, should the record be the subjectof an access 

dem and m ade pursuant to the 0 rder or pro vision of law ,the inform ation 



classifed pursuantto Executive order (rattierthan the Atom ic Energy 
Act, as am ended)m ust stand on itsown m erits. 

(9) The NDC , as wellas any centralized agency -facility established 
under section 3 .7 (e) of the 0 rder, shall track and docum ent referral 
actions and decisions in a m annerthat fecilitates archivalprocessiig 
ferpublic access. Centralagency -facilities m ustworkwith the NDC to 
ensure docum entation m eets NDC requirem ents,and transferall 
docum entation on pending referralactions and referraldecisions to the 
NDC when transferring the records to NARA. 

(10) in all cases, receiving agencies shallacknow ledge receiptof 
-form al referra l notif cations in a tin ely m anner. If a disagreem ent 
arises concerning referralnotif cations, the DirectorofEOO will 
determ ine the autom atic declassif cation date and notify the senior 
agency of fial,as wellas the NDC orthe prir ary reviewing agency. 

(11) Rem ote Archives Capture (RAC ).Presidentialrecords or 

m ate rials scanned in the RAC process shallbe prioritized and scheduled 
for review bytheNDC.The ii itia l notif cation shallbe m ade to the 
agency with prir ary equity,which shallhave up to one yearto acton 
its inform ation and to identify allotherequities eligible for 
referral. Allsuch additional referrals in an individual record shall 
be m ade atthe sam e tin e,and once notifed by the NDC ofan eligible 
referral, such receiving agencies shallhave up to one yearto review 
the records before the onsetofautom atic declassification . 

(c) Agencies eligible to receive referrals. The DirectorofEOO 
willpublish annually a listofthose agencies eligible to receive 
referrals (breach calendaryear. 

(d) System atic declassification review . The identification of 
equities shallbe accom plished in accordance with paragraph (b) ofthis 
section . Priorities for review w ill be established by the ND C . 

(e) Bentif cation of interests otherthan nationalsecurity. 

Referrals under sections 3.3(d)(3) and 3.6(b) ofthe 0 rclershallbe 
assum ed to be intended for laterpublic release unless w ithholding is 
otherwise authorized and warranted under applicable law . If a receiving 
agency pro posestowithhold any such inform ation, itm ust notify the 
referring agency atthe tin e they otherwise respond to the referral. 
Such notification shallBentify the specific inform ation atissue and 
the pertinent law. 


Sec. 2001.35 D iscretionary declassif cation . 



(a) fi accordance with section 3.1(d)ofthe 0 rder, agencies m ay 
declassify inform ation when the public interest in disclosure outweighs 
the need for continued classification. 

(b) Agencies m ay also establish a discretionary declassification 
program that is separate from theirautom atic, system atic, and 

m andatory review program s. 


Sec. 2001.36 Classif ed inform ation in the custody of private 
organizations orindividuals. 

(a) Authorized holders. Agenciesm ay allow forthe holding of 
classifed inform ation by a private organization orindividualprovided 
thatallaccess and safeguarding requiem ents ofthe 0 rderhave been 
m et. Agencies m ustprovide declassification assistance to such 
organizations orindividuals. 

(b) Others. Anyone who becom es aware oforganizationsor 
individuals w ho possess potentially classifed natbnalsecurity 

inform ation outside ofgovemm entcontrolm ust contact the Directorof 
EO 0 forguidanceand assistance .The D irectorof EO 0 , in consultation 
with other agencies, as appropriate,wiLlen sure that the safeguarding 
and declassification requiem ents ofthe 0 rderare m et. 


Sec. 2001.37 Assistance to the Departm entofState. 

Heads ofagencies shall assist the D epartm entofState in its 
preparation ofthe Foreign Relations ofthe United States (FRUS) series 
by facilitating access to appropriate classifed m ate rials in their 
custody and by expediting de classif cation review ofdocum ents proposed 
for inclusion in the FRUS . If an agency foils to provide a f mal 
declassification review determ ination regarding a Departm entofState 
referralwithin 120 days ofthe date ofthe referral, or if applicable, 
w iihin 120 days ofthe date ofa High Level Pa neldecision, the 
Departm entofState, consistentwith 22 U .S.C .4353 and any 
in plem enting agency procedures, m ay seek the assistance ofthe Panel. 

Subpart E-Safeguarding 


Sec. 2001.40 General. 



(a) Classifed inform ation, regardless ofits form , shall be 
afdjrded a levelof protection against loss or unauthorized disclosure 
com m ensu rate w ith its levelof classification . 

(b) Except for foreign govemm entinform ation,agency heads or 

their designee (s) m ay adopt alternative m easures, using risk m anagem ent 
principles, to protect against loss or unauthorized disclosure when 
necessary to m eet ope rational requirem ents.W hen alternative m easures 
are used for other than tem porary, unique situations, the alternative 
m easures shallbe docum ented and provided to the Directorof E00 . Upon 
request, the description shallbe provided to any other agency with 
w hich classifed inform ation or secure facilities are shared . In all 
cases, the alternative m easures shallprovide protection suf fientto 
reasonably deterand detect loss or unauthorized disclosure. Risk 
m anagem ent factors considered will in elude sensitivity, value, and 
crucialnatu re ofthe inform ation; analysis of know n and anticipated 
threats; vulnerability; and counterm easure benefis versus cost. 

(c) North Atlantic Treaty 0 rganization (NATO ) classifed 

inform ation shallbe safeguarded in com pliance with U .S. Security 
Authority forNATO Instruction (USSAN ) 1-07.0 therforeign govemm ent 
inform ation shallbe safeguarded as described herein for U .S. 
inform ation exceptas required by an existing treaty, agreem entor 
other obligation (hereinafter, obligation ).W hen the inform ation is to 
be safeguarded pursuantto an existing obligation , the additional 
requirem ents at Sec. 2001.54 m ay apply to the extent they were 
required in the obligation as originally negotiated orare agreed upon 
during am endm ent. Negotiations on new obligations oram endm ents to 
existing obligations shallstrive to bring provisions for safeguarding 
foreign govemm entinform ation into accord with standards for 
safeguarding U .S. inform ation as described in this D irective. 

(d) Need-to-know deterrn inations. (1) Agency heads, through their 
designees, shallidentify organizationalm issions 
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and personnel requiring access to classifed inform ation to perform or 
assist in authorized govemm entalfonctions. These m ission and 
personnel requirem ents are determ ined by the functions ofan agency or 
the roles and responsibilities of personnels the course oftheir 
of fialduties. Personneldeterm inations shallbe consistentwith 
section 4.1(a) ofthe 0 rder. 



(2) In instances w here the provisions of section 4.1(a) ofthe 
0 rder are m et,butthere isa countervailing need to restrict the 
inform ation, disag reem ents thatcannotbe resolved shallbe referred by 
agency heads ordesignees to eilherthe Directorof E0 0 or,with 
respect to the Intelligence Com m unity,the D irector of National 
Intelligence's appropriate. Disag reem ents concerning inform ation 
protected under section 4.3 ofthe 0 rder shallin stead be referred to 
the appropriate of fialnam ed in section 4.3 ofthe 0 rder. 


Sec. 2001.41 Responsibilities of holders. 

Authorized personswho have access to classifed inform ation are 
responsible for: 

(a) Protecting it from persons w ithoutauthorized access to that 
inform ation,to include securing it in approved equipm entor facilities 
wheneveritis notunderthe directcontrolofan authorized person; 

(b) M eetiig safeguarding requirem ents prescribed by the agency 
head;and 

(c) Ensuring that classif ed inform ation is not com m unrated over 
unsecu red voice or data circuits, in public conveyances or places, or 

in any otherm annerthatperm its interception by unauthorized persons. 


Sec. 2001.42 Standards for security equipm ent. 

(a) Storage.The Adm inistratorof the GeneralServices 
Adm inistratbn (GSA) shall, in coordination with agency heads 
originating classifed inform ation, establish and publish uniform 
standards, specif cations, qualifed product lists ordatabases, and 
supply schedules forsecurity equipm entdesigned to provide secure 
storage forclassifed inform ation.W henevernew secure storage 
equipm entisprocured,itshallbe in conform ancewith the standards 
and specifications established by the Adm inistratorof the G SA, and 
shall, to the m axin urn extent possible, be ofthe type available through 
the FederalSupply System . 

(b) D estruction . Ef Active tenuary 1,2011, only equipm ent listed 
on an Evaluated Products List (EPL) issued by the NationalSecurity 
Agency (NSA) m ay be utilized to destroy classifed inform ation using 

any m ethod covered by an EPL. However, equipm ent approved for use prior 
to Jhnuary 1,2011,and not found on an EPL,m ay be utilized for the 



destruction ofclassifed inform ation untDLDecem ber31,2016. U nless 
NSA determ ines otherwise, w hen eve ran EPL is revised, equipm ent rem oved 
from an EPL m ay be utilized forthe destruction of classifed 
inform ation up to six years from the date of its rem ovalfrom an EPL. 

In all cases, if any such previously approved equipm entneeds to be 
replaced or otherwise requiresa rebuild or replacem ent of a critical 
assem bly,the uniim ustbe taken outofservice forthe destruction in 
accordance with this section.The Adm iiistratorofthe GSA shall,to 
the m axin urn extent possible, coordinate supply schedules and otherw ise 
seek to m ake equipm enton an EPL available through the FederalSupply 
System . 


Sec. 2001.43 Storage. 

(a) General. Classifed inform ation shallbe stored only under 
conditions designed to deterand detect unauthorized access to the 
inform ation . Storage atoverseas locations shallbe atll .S.Govemm ent- 
controlled -facilities unless otherw ise stipulated in treaties or 
intemationalag reem ents. 0 verseas storage standards for facilities 
undera ChiefofM ission are prom ulgated under the authority of the 

0 verseas Security Policy Board . 

(b) Requirem ents forphysicalprotection-(l) Top Secret.Top 
Secret inform ation shallbe stored in a GSA-approved security 
container,a vaultbuiLtto FederalStandarcl (FED STD ) 832,oran open 
storage area constructed in accordance withSec. 2001.53. In addition, 
supplem ental contra Is are required as follows: 

(i) ForGSA-approved containers, one of the following supplem ental 
controls: 

(A) Inspection ofthe container every two hours by an em ployee 
cleared atleastto the Secret level; 

(B) An Intrusion Detection System (US) with the personnel 
responding to the alarm arriving within 15 m inutes ofthe alarm 
annunciation . Acceptability of Intrusion D etectbn Equipm ent (D E): All 
EEm ustbe in accordance with standards approved by E00 .Govemm ent 
and proprietary installed,m a in tained, or famished system s are subject 

to approvalonly by the agency head ; or 

(C ) Secu rity-In-Depth coverage ofthe area in which the container 
is located, provided the contaiieris equipped with a lock m eeting 
FederalSpecif cation FF-L-2740. 

(ii) Foropen storage areas covered by Secu rity-In-Depth, an IDS 



with the personnel responding to the alarm arriving within 15 m inutes 
of the alarm annunciation. 

(iii) For open storage areas not covered by Security-In -Depth, 
personnelresponding to the alarm shallarrive within fie m inutes of 
the alarm annunciation. 

(2) Secret. Secret inform ation shall be stored b the sam e m anner 
as Top Secret inform ation or, untJLOctoberl,2012,in a non-GSA- 
approved container having a built-in com bination lockorin a non-GSA- 
approved container secured with a rigid m etallockbar and an agency 
head approved padlock. Security -In -Depth is required in areas in which 
a non-GSA-approved containeroropen storage area is located . Except 
forstorage in a GSA-approved containerora vaultbuiltto FED STD 
832,one ofthe follow ing supplem entalcontrols is required : 

(ii Inspection ofthe containeroropen storage area every four 
hours by an em ployee cleared at least to the Secret level; or 

(ii) An DS with the personnelresponding to the alarm arriving 
wiihin 30 m inutes ofthe alarm annunciation. 

(3) Confdiential. Confriientialinform ation shall be stored in the 

sam e m anneras presorted forTop SecretorSecretinform attn except 
that supplem entalcontrols are not required . 

(c) Com binattens. Use and m aintenance ofdial-type locks and other 
changeable com bination locks. 

(1) Equipm ent in service. Com binations to dial-type locks shallbe 
changed only by persons authorized access to the levelof inform attn 
protected unless other suf fient controls exist to preventaccess to 

the lock or know ledge ofthe com binattn.Com binatbns shallbe changed 
underthe followtg conditions: 

(ii W heneversuch equipm ent is placed into use; 

(iiiW henevera person knowing the com binattn no longer requires 
access to it unless other suf fient controls exist to preventaccess 
to the lock; or 

(iiiiW henevera com binattn has been subject to possile 
unauthorized disclosure. 

(2) Equipm ent out of service. W hen security equipm ent is taken out 
of service, it shallbe inspected to ensure thatno classifed 

inform attn rem ains and the com bination lock should be resetto a 
standard com btatton of50-25-50 for built-in com bination locks orl0- 
20-30 forcom btattn padlocks. 

(d) Key operated locks. W hen specialcircum stances exist, an agency 
head m ay approve the use of key operated locks forthe storage of 
Secretand Confriientialinform atton.W heneversuch locks are used, 



adm inistrative 
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procedures fbrthe controland accounting of keys and locks shallbe 
included in in plem enting regulations required undersection 5.4(d)(2) 
of the 0 rder. 

(e) Repairs.The neutralization and repairofGSA-approved security 
containers and vaultdoors wiLlbe in accordance with FED STD 809 . 


Sec. 2001.44 Reciprocity of use and inspection of-facilities. 

(a) 0 nee a facility is authorized , approved , certifed, or 
accredited for classifed use, then allagencies desiring to conduct 
classifed work in the designated space(s) atthe sam e security level 
shall accept the authorization, approval, certif cation , or 
accreditation w ithout change, enhancem ents, orupgrades provided that 
no waiver, exception , ordeviation has been issued orapproved . In the 
event that a waiver exception, ordeviation was granted in the original 
accreditation of the designated space (s), an agency seeking to utilize 
the designated facility space m ay require thata risk m itigation 
strategy be in plem ented oragreed upon priorto using the space(s). 

(b) Subsequent secu rity inspections or reviews for authorization, 
approval, certification, oraccreditation purposes shallnorm ally be 
conducted no m ore frequently than annually unless otherwise required 
due to a change ii the designated facility space(s) ordue to a change 
in the use orownership ofthe facility space (s). This does not in ply a 
form alone-year inspection orreview requirem ent or establish any other 
form alperiod for inspections or review . 


Sec. 2001.45 Inform ation controls. 

(a) G eneral. Agency heads shallestablish a system of control 
m easures w hich assure that access to classif ed inform ation is provided 
to authorized persons.The controlm easures shallbe appropriate to the 
environm entin which the access occurs and the nature and volum e ofthe 
inform ation . The system shallinclude technical, physical, and 
personnelcontrolm easures.Adm inistrative controlm easureswhich m ay 
include records of in te maldistribution, access, generation, 



inventory, reproduction, and disposition ofclassifed inform ation 
shallbe required when technical, physicaland personnelcontrol 
m easures are insuf fientto deterand detectaccess by unauthorized 
persons. 

(1) Com binations. Com binations to locks used to secure vaults, open 
storage areas, and security containers that are approved for the 
safeguarding of classifed inform ation shallbe protected in the sam e 

m anneras the highestlevelof classif ed inform ation thatthe vault, 
open storage area, or security containeris used to protect. 

(2) Com puterand inform ation system passwords. Passwords shallbe 
protected in the sam e m anneras the highestlevelof classif ed 

inform ation thatthe com puterorsystem is certifed and accredited to 
process. Passwords shallbe changed on a frequency determ ined to be 
suf fientto m eetthe levelof risk assessed by the agency. 

(b) Reproduction . Reproduction of classifed inform ation shallbe 
held to the m inin urn consistent with operational requirem ents.The 
follow ing additionalcontrolm easu res shallbe taken : 

(1) Reproduction shallbe accom plished by authorized persons 
knowledgeable ofthe procedures forclassifed reproduction; 

(2) Unless restricted by the originating agency,Top Secret, 

Secret, and Conf dentialinform ation m ay be reproduced to the extent 
required by operationalneeds, orto facilitate review for 

declassif cation; 

(3) Copies of classifed inform ation shallbe subject to the sam e 
controls as the originalinform ation; and 

(4) The use of technology that prevents, discourages, or detects 
the unauthorized reproduction of classifed inform ation is encouraged. 

(c) Form s.The use of standard form s prescribed in SubpartH of 
this partis m andatory for allagencies that create and/orhandle 
national security inform ation . 

(d) Redaction--(1) Policies and procedures. Classifed inform ation 

m ay be subject to loss, com prom ise, or unauthorized disclosu re if it is 
not correctly redacted . Agencies shall establish policies and 
procedures forthe redaction of classifed inform ation from docum ents 
intended for release .Such policies and procedures require the approval 
ofthe agency head and shallbe suf fiently detailed to ensure that 
redaction is perform ed consistently and reliably, using only approved 
redaction m ethods thatperm anently rem ove the classifed inform ation 
from copies ofthe docum ents intended for release. Agencies shall 
ensure thatpersonnelwho perform redaction folly understand the 
policies, procedures, and m ethods and are aware ofthe vulnerabilities 



surrounding the process. 

(2) Technicalguidance for redaction . Technicalguidance concerning 
appropriate m ethods, equipm ent,and standards forthe redaction of 
classifed electronic and opticalm edia shallbe issued by NSA. 


Sec. 2001.46 Transmission. 

(a) General. Classifed inform ation shallbe transm itted and 
received in an authorized m annerwhich ensures thatevidence of 

tarn pering can be detected, that inadvertent access can be precluded, 
and that provides a m ethod w hich assu res tin ely delivery to the 
intended recipient. Persons transm itting classifed inform ation are 
responsible forensuring thatintended recipients are authorized 
personswith the capability to store classifed inform ation ii 
accordance with this D irective. 

(b) D ispatch .Agency heads shall establish p raced u res w hich ensu re 
that: 

(1) Allclassifed inform ation physically transm itted outside 
facilities shallbe enclosed in two layers, both ofw hich provide 
reasonable evidence oftam pering and which concealthe contents.The 
innerenclosure shallclearly identify the address ofboth the sender 
and the intended recipient, the highest classif cation levelofthe 
contents, and any appropriate warning notices.The outerenclosure 
shallbe the sam e exceptthat no m arkings to indicate thatthe contents 
are classifed shallbe visible. Intended recipients shallbe 
identifed by nam e only as partofan attention line.The following 
exceptions apply: 

(ii Ifthe classifed inform ation is an intemalcom ponentofa 
packable item of equipm ent, the outside shellor body m ay be considered 
as the innerenclosu re provided iidoes not revealclassif ed 
inform ation; 

(ii) Ifthe classifed inform ation is an inaccessible internal 

com ponentofa bulky item of equipm ent, the outside orbody of the item 
m ay be considered to be a suf fientenclosure provided observation of 
it does not revealclassif ed inform ation; 

(iii) Ifthe classifed inform ation is an item ofequipm entthatis 
not reasonably packable and the shellorbodyis classifed , it shall 
be concealed with an opaque enclosure thatwiLlhide allclassifed 
features; 

(iv) Specialized shipping containers, including closed cargo 



transporters ordqnlom a tic pouch, m ay be considered the outerenclosu re 
when used;and 

(v)W hen classifed inform ation is hand-carried outside a focility, 
a locked briefoase m ay serve as the outer enclosure. 

(2) Couriers and authorized persons designated to hand-carry 
classifed inform ation shallensure thatthe inform ation rem ains under 
their constant and continuous protection and that direct point-to-point 
deli/ery is m ade. As an exception , agency heads m ay approvers a 
substitute fora courieron direct fights, the use of 
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specialized shipping containers thatare of suf fientconstruction to 
provide evidence of forced entry, are secured with a com bin ation 
padlock m eeting FederalSpecif cation FF-P-110, are equipped with an 
electronic sealthatw ould provide evidence of surreptitious entry and 
are handled by the carrierin a m annerto ensure thatthe containeris 
protected untlits delivery is com pleted . 

(c) Transm ission m ethods withii and between the U .S ., Puerto Rico, 
ora U .S . possession ortrustterritory. 

(1) Top Secret.Top Secretinform ation shallbe transm itted by 
direct contact between authorized persons;the Defense Courier Service 
oran authorized govemm entagency courier service; a designated 

cou rier or escort w ith Top Secret clea ranee ;electronic m eans over 
approved com m unicatbns system s. Underno circum stances wMTop Secret 
inform ation be transm itted via the U .S. PostalService orany other 
cleared oruncleared com m ercialcarrier. 

(2) Secret. Secret inform ation shallbe transm itted by: 

(i) Any of the m ethods established forTop Secret; U .S . Postal 
Service Express M aiLand U .S. PostalService Registered M ail, as long 
as the W aiverof Signature block on the U .S . PostalService Express 

M ail Label shall not be com pleted; and cleared com m ercia l carriers or 
cleared com m ercialm essengerservices.The use ofstreet-side m ail 
collection boxes is strictly prohibited; and 

(ii) Agency heads m ay,when a requirem entexists forovemight 
delivery within the ILS.and its Territories, authorize the use of the 
current holder of the GSA contract for overnight delivery of 
inform ation forthe Executive Branch as long as applicable postal 
regulations (39 CFR.Chapter!) are m et. Any such delivery service 
shallbe U .S. owned and operated , provide autom ated in-transit tracking 
of the classifed inform ation,and ensure package integrity during 



transit.The contract shall require cooperation with govemm ent 
inquiries in the eventofa loss, theft, or possible unauthorized 
disclosure ofclassifed inform ation.The senderis responsible for 
ensuring thatan authorized person wiLlbe available to receive the 
deliver/ and verification ofthe correctm afLrig address.The package 
m ay be addressed to the recipientby nam e.The release signature block 
on the receiptlabelshallnotbe executed underany circum stances.The 
use of external (street side) collection boxes is prohibited . 

Classifed Com m un ratio ns Security Inform ation, NATO , and foreign 
govemm entinform ation shallnotbe transm itted in this m anner. 

(3)Confdiential. Confdientialinform ation shall be transm itted by 
any ofthe m ethods established forSec ret inform ation or U .S . Postal 
Service Certif ed MaiLlh addition,when the recipientisa U.S. 

Govemm entfocility,the Confdientialinform ation m ay be transm itted 
via U .S . FirstClass M ail. However, Confdientialinform ation shallnot 
be transm itted to govemm ent contractor -facilities via fist class 
m ail. W hen fist class m aiLis used, the envelope orouterw rapper 
shallbe m arked to indicate thatthe inform ation is notto be 
forwarded, butis to be returned to sender.The use of streetside m ail 
collection boxes is prohibited . 

(d) Transm ission m ethods to a U .S . G ovemm ent -facility located 
outside the U .S. The transm ission ofclassifed inform ation to a U.S. 
Govemm ent focility located outside the 50 states, the Districtof 
Colum bia, the Com m onwealth of Puerto Rico, ora U .S. possession or 
trustterritory, shallbe by m ethods specifed above forTop Secret 
inform ation or by the Departm entofState Cou rier Service. U .S. 
Registered M ail through M ilitary PostalService -facilities m ay be used 
to transm itSecretand Confdientiatriform ation provided thatthe 
inform ation does not at any tin e passoutofll .S. citizen control nor 
pass through a foreign postalsystem . 

(e) Transm ission of U .S. classifed inform ation to foreign 
govemm ents.Such transm ission shall take place belween designated 
govemm ent representatives using the govemm ent-to-govemm ent 
transm ission m ethods described in paragraph (d) of this section or 
through channels agreed to by the NationalSecurity Authorities ofthe 
two govemm ents.W hen classifed inform ation is transferred to a 
foreign govemm entorits representative a signed receiptis required. 

(f) Receipt ofclassifed inform ation .Agency heads shall establish 
procedures which ensure that classifed inform ation is received in a 

m annerwhich precludes unauthorized access, provides for inspection of 
allclassifed inform ation received forevidence oftam pering and 



confim ation of contents, and ensures tin ely acknowledgm entof the 
receiptofTop Secretand Secretinform ation by an authorized 
recipient. As noted in paragraph (e) ofthis section,a receipt 
acknowledgm entof allclassif ed m aterialtransm itted to a foreign 
govemm entorits representative is required. 


Sec. 2001.47 Destruction. 

Classifed inform ation identifed for destruction shallbe 
destroyed com pletely to preclude recognition or reconstruction of the 
classifed inform ation in accordance with procedures and m ethods 
prescribed by agency heads.The m ethods and equipm entused to routinely 
destroy classifed inform ation include burning, cross-cut sh redding, 
wet-pulping, m elting , m utiation, chem icaldecom position or 
pulverizing .Agencies shall com ply w ith the destruction equipm ent 
standard stated in Sec. 2001.42(b) ofthis Directive. 


Sec. 2001.48 Loss, possible com prom ise or unauthorized disclosure. 

(a) General. Any person who has knowledge that classifed 

inform ation has been orm ay have been lost, possibly com prom ised or 
disclosed to an unauthorized person (s) shallin m ediately report the 
circum stances to an of fialdesignated forthis purpose. 

(b) Cases involving inform ation originated by a foreign govemm ent 
oranotherll .S. govemm entagency. W henevera loss or possible 
unauthorized disclosure involves the classifed inform ation or 
interests of a foreign govemm entagency, oranotherll .S . govemm ent 
agency, the departm entoragency in which the com prom ise occurred shall 
advise the othergovemm entagency orforeign govemm entofthe 

circum stances and findings thataf^ct their inform ation orinterests. 
However, foreign govemm ents norm ally wiLlnotbe advised ofany 
secu rity system vulnerabilities that contributed to the com prom ise. 

(c) Inquiry/investigation and corrective actions. Agency heads 
shallestablish appropriate procedures to conductan inquiry/ 
investigation ofa loss, possible com prom ise or unauthorized disclosure 
ofclassifed inform ation,in orderto in plem ent appropriate corrective 
actions, w hich m ay include disciplinary sanctions, and to ascertain the 
degree ofdam age to national secu rity. 

(d) Reports to EO 0 . In accordance w ith section 5 .5 (e)(2) of the 



0 rder, agency heads orsenioragency of fials shall notify the 
D irectorof BO 0 when a violation occurs under paragraphs 5 .5 (b)(1), 

(2), or (3) of the 0 rder that: 

(1) Is reported to oversight com m ittees in the Legislative branch; 

(2) N ay attract significant public attention; 

(3) Involves large am ounts ofclassifed inform ation;or 

(4) Reveals a potentialsystem ic weakness in classification , 
safeguarding , or declassification policy or practices. 

(e) Departm ent of listice and legal counsel coordination .Agency 
heads shallestablish procedures to ensure coordination with legal 
counselw henevera form alaction , beyond a 
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reprin and, is contem plated againstany person believed responsible for 
the unauthorized disclosure ofclassifed inform ation. W henevera 
crin inalviolation appears to have occurred and a crin inalprosecution 
is contem plated , agency heads shalluse established procedures to 
ensu re coordination w iih : 

(1) The Departm entof Justice, and 

(2) The legalcounselof the agency where the individual 
responsible is assigned orem ployed . 


Sec. 2001.49 Specialaccess program s. 

(a) General. The safeguarding requirem entsofthisD irective m ay be 
enhanced forinform ation in specialaccess program s (SAP), established 
underthe provisions of section 4.3 ofthe 0 rderby the agency head 
responsible forcreating the SAP.Agency heads shallensure thatthe 
enhanced controls are based on an assessm entofthe value, critical 
natu re, and vulnerability ofthe inform ation. 

(b) Significant interagency support requirem ents. Agency heads m ust 
ensure thata Mem orandum ofAgreem ent/Understanding is established fo 
each SAP that has significant interagency support requirem ents, to 
appropriately and folly address support requirem ents and supporting 
agency oversight responsibilities forthatSAP. 


Sec. 2001.50 Telecom m unications autom ated inform ation system s and 
network security. 



Each agency head shallensure that classif ed inform ation 
electronically accessed, processed , stored ortransm itted is protected 
in accordance with applicable nationalpolicy issuances identifed in 
the Com m ittee on NationalSecurity System s (CNSS) issuances and the 
Intelligence Com m unity D irective (1CD ) 503, Intelligence Com m unity 
Inform ation Technology System s Secu rity Risk M anagem ent, Certification , 
and Accreditation. 


Sec. 2001.51 Technicalsecurity. 

Based upon the risk m anagem entfoctors referenced in Sec. 2001.40 
of this directive, agency heads shalldeterm ine the requirem ent for 
technicalcounterm easures such as Technical Surveillance 
Counterm easures and TEM PEST necessary to detect or deter exploitation 
of classifed inform ation through technicalcolTection m ethods and m ay 
apply counterm easures in accordance with NSTBS 17000,TEM PEST 
Counterm easures for Facilities, and SPB Issuance 6-97, National Policy 
on TechnicalSurveiLlance Counterm easures. 


Sec. 2001.52 Em ergency authority. 

(a) Agency heads o r any designee m ay prescribe special provisions 
for the dissem ination, transm ission safeguarding,and destruction of 
classifed inform atbn during certain em ergency situations. 

(b) In em ergency situations, inwhichthereisan in m ine nt threat 
to life orin defense ofthe horn eland, agency headsordesigneesm ay 
authorize the disclosure of classifed inform atbn to an individualor 
individuals w ho are otherwise not routinely eligible foraccess under 
the following conditions: 

(1) Lin it the am ountof classif ed inform ation disclosed to the 
absolute m inin urn to achieve the purpose; 

(2) Lin it the num ber of individuals w ho receive it; 

(3) Transm it the classifed inform atbn via approved Federal 

G ovemm entchannelsbythe m ostsecure and expeditious m ethod to 
include those required in Sec. 2001.46, or other m eans deem ed 
necessary w hen tin e is ofthe essence; 

(4) Provide instructions aboutwh at specif it inform atbn is 
classifed and how it should be safeguarded; physicalcustody of 



classifed inform ation m ust rem ain with an authorized Federal 
G ovemm ent entity, in allbutthe m ost extra ordinary circum stances; 

(5) Provide appropriate briefmgs to the recipients on their 
responsibilities notto disclose the inform ation and obtain a signed 
nondisclosure agreem ent; 

(6) W ithin 72 hoursofthe disclosure of classif ed inform ation,or 
the earliest opportunity thatthe em ergency perm its, butno laterthan 
30 days after the release, the disclosing authority m ust notify the 
originating agency ofthe inform ation by providing the following 
inform ation: 

(i} A description ofthe disclosed inform ation ; 

(ii) To whom the inform ation was disclosed; 

(iii) How the inform ation was disclosed and transm itted; 

(iv) Reason forthe em ergency release; 

(v) How the inform ation is being safeguarded; and 

(vi) A description ofthe briefmgs provided and a copy ofthe 
nondisclosu re ag reem ents signed . 

(7) Inform ation disclosed in em ergency situations shallnotbe 
required to be declassify as a resultof such disclosure or 
subsequent use by a recipient. 


Sec. 2001.53 0 pen storage areas. 

This section describes the m inin urn construction standards foropen 
storage areas. 

(a) Construction .The peril eterwalls, fibors, and ceiling wiLlbe 
perm anently constructed and attached to each other. All construction 

m ustbe done in a m anneras to provide visualevidence of unauthorized 
penetration. 

(b) Doors.Doors shallbe constructed ofwood,m etal,orother 
solid m ate rial. Entrance doors shallbe secured with a built-in GSA- 
approved three-position com bination lock.W hen specialcircum stances 
exist, the agency head m ay authorize otherlocks on entrance doors for 
Secret and Conf die ntial storage. Doors other than those secured with 
the aforem entioned locks shallbe secured from the inside with either 
deadbolt em ergency egress hardware,a deadbolt,ora rigid wood or 

m etalbarw hich extends across thewidth ofthe door, or by other m eans 
approved by the agency head . 

(c) Vents, ducts, and m iscellaneous openings. Allvents, ducts, and 
sin iaropenings in excess of96 square inches (and over6 inches ii 



its sm attest din ension) that enter or pass through an open storage area 
shallbe protected with eitherbars, expanded m etalgriLls, com m ercial 
m etalsounds baf is, oran intrusion detection system . 

(d)W indows. (1) Allwindows which m ight reasonably afdrrd visual 
observation of classifed activities w ithin the -facility shallbe m ade 
opaque orequipped with birds, drapes, or other coverings. 

(2)W indows within 18 feet of the ground wiLlbe constructed from 
or cove red with m ate rials w hich provide protection from -forced entry. 

The protection provided to the w iidow s need be no stronger than the 
strength of the contiguous walls. 0 pen storage areas which are located 
within a controlled com pound orequivalentm ay elin inate the 
requirem ent for forced entry protection ifthewindowsare m ade 
inoperable either by perm anently sealing them orequipping them on the 
inside with a locking m echanism and they are covered by an DS (either 
independently orby the m otion detection sensors withii the area). 


Sec. 2001.54 Foreign govemm ent inform ation . 

The requirem ents described below are additionalbaseline 
safeguarding standards thatm ay be necessary forforeign govemm ent 
inform ation, other than NATO inform ation, that requires protection 
pursuantto an existing treaty, agreem ent, biateralexchange orother 
obligation . NATO classifed inform ation shallbe safeguarded in 
com pliance with USSAN 1-07 .To the extent practical, and to -facilitate 
its control, foreign govemm ent inform ation 
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should be stored separately from other classifed inform ation.To avoid 
additionalcosts, separate storage m ay be accom plished by m ethods such 
as separate drawers ofa container.The safeguarding standards 
described in paragraphs (a) through (e) ofthis section m ay be m odifed 
if required or perm itted by treaties or agreem ents, or for other 
obligations,with the priorw ritten consentofthe NationalSecurity 
Authority of the originating govemm ent, hereafter "originating 
govemm ent." 

(a) Top Secret. Records shallbe m aintained of the receipt, 
intemaldistribution, destruction, access, reproduction , and 
transm ittalof foreign govemm entTop Secret inform ation . Reproduction 
requires the consentofthe originating govemm ent. Destruction will be 



w itnessed. 

(b) Secret. Records shallbe m aintained of the receipt, external 
dispatch and destruction of foreign govemm ent Secret inform ation . 

0 ther records m ay be necessary if required by the originator. Secret 
foreign govemm entinform ation m ay be reproduced to m eetm ission 
requirem ents unless prohibited by the originator. Reproduction shallbe 
recorded unless this requirem ent is waived by the originator. 

(c) Con fdiential. Records need not be m aintained forforeign 
govemm entConfdientialinform ation unless required by the originator. 

(d) Restricted and otherforeign govemm entinform ation provided in 
conference. In orderto assure the protection of other foreign 

govemm entinform ation provided in conference (e.g., foreign govemm ent 
"Restricted," "Designated,"orunclassifed provided in 
conference), such inform ation m ustbe classifed underthe 0 rder.The 
receiving agency, ora receiving U .S. contractor, licensee, g ran tee, or 
certificate holderacting in accordance with instructions received from 
the U .S .Govemm ent, shall provide a degree of protection to the 
foreign govemm entinform ation at least equivalent to that required by 
the govemm entorintemationalorganization thatprovided the 
inform ation . W hen adequate to achieve equivalency, these standards m ay 
be less restrictive than the safeguarding standards that ordinarily 
apply to U .S . Conf dental in form ation . If the foreign protection 
requirem ent is lower than the protection required forll .S.ConfcTential 
inform ation,the following requirem ents shallbe m et: 

(1) Docum ents m ay retain their o rig rial foreign m arkings if the 
responsible agency determ ines thatthese m arkings are adequate to m eet 
the purposes served by U .S . classification m arkings. Otherwise, 

docum ents shallbe m arked,' 'This docum ent contains (insertnam e of 
country) (insert classification level) inform ation to be treated as 
U .S . (insert classification level)."The notation , "M odif ed Handling 
Authorized,"m ay be added to eitherthe foreign orll .S.m arkings 
authorized forforeign govemm ent inform ation . If rem arking foreign 
originated docum ents orm atteris in practical, an approved coversheet 
is an authorized option; 

(2) Docum ents shallbe provided only to persons in accordance with 
sections 4.1(a) and (h) of the 0 rder; 

(3) Individuals being given access shallbe notifed ofapplicable 
handling instructions.This m ay be accom plished by a briefmg,w ritten 
instructions, orby applying specific handling requirem ents to an 
approved coversheet; 

(4) Docum ents shallbe stored in such a m annerso as to prevent 



unauthorized access; 

(5) Docum ents shallbe transm itted in a m ethod approved for 
classif ed inform ation, unless this m ethod is waived by the originating 
govemm ent. 

(e) Third-country transfers. The release or disclosure of foreign 
govemm ent inform ation to any third-country entity m usthave the prior 
consentofthe originating govemm entif required by a treaty, 
agreem ent, bilateralexchange, or other obligation . 


Sec. 2001.55 Foreign disclosu re of classif ed inform ation . 

Classif ed inform ation originating in one agency m ay be 
dissem inated by any other agency to w hich it has been m ade available to 
a foreign govemm entorintematbnalorganization ofgovemm ents,or 
any elem entthereof, in accordance with statute, the 0 rcler, directives 
in plem enting the Order, direction ofthe President, orwith the consent 
ofthe originating agency, unless the originating agency has determ ined 
that prior authorization is required forsuch dissem ination and has 
m arked orindicated such requirem enton the m edium containing the 
cTassifed inform ation. M arkings used to in plem entthis section shall 
be approved in accordance with Sec. 2001.24(j). W ith respect to the 
Intelligence Com m unity, the D irectorof Nationalfitelligence m ay issue 
policy directives or guidelines pursuant to section 6.2(b)ofthe Order 
thatm odify such prior authorization . 

Subpa rt F-Self-In spection s 


Sec. 2001.60 General. 

(a) Purpose.This subpart sets standards for establishing and 

m aintaining an ongoing agency self-in spe ctio n program , which shall 
include regular review s of representative sam pies of the agency's 
originaland derivative classifcation actions. 

(b) Responsibility.The senioragency of fialis responsible for 
directing and adm inistering the agency's self-in spe ctio n program .The 
senioragency of fialshalldesignate agency personnelto assist in 
carrying outthis responsibility.The program shallbe structured to 
provide the senioragency of fialwith inform ation necessary to assess 
the ef^ctiveness ofthe cTassifed nationalsecurity inform ation 



program within individualagency activities and the agency as a whole, 
in orderto enable the senioragency of fialto fuIfHhis orher 
responsibility to oversee the agency's program under section 5 .4(d) of 
the 0 rder. 

(c) Approach .The senioragency of fialshalldeterm ine the m eans 
and m ethods tbrthe conductof self-inspections. 

(1) Self-inspections should evaluate the adherence to the 
principles and requirem ents ofthe 0 rderand this directive and the 
effctiveness ofagency program s covering originalclassifcation, 
derivative classif cation , declassif cation , safeguarding , security 
violations, security education and training,and m anagem entand 
oversight. 

(2) Regular review s of representative sam pies ofthe agency's 
originaland derivative classification actions shallencom pass all 
agency activities thatgenerate classifed inform ation .They shall 
include a sam pie of varying types of classifed inform ation (in 
docum entand electronic form at such as e-m ail) to provide a 
representative sam pie ofthe activity's classification actions.The 
sam pie shallbe proportionally suf fientto enable a credible 

assessm entofthe agency's classifed product.Agency personnelwho are 
assigned to conduct review sofagencies'originaland derivative 
classification actions shallbe knowledgeable ofthe classification and 
m arking requirem entsoftheOrderand this directive, and have access 
to pertinent security classification guides. In accordance with section 
5 .4(d)(4) ofthe 0 rder, the senioragency of £ia l shall authorize 
appropriate agency of fiats to correctm isclassifiation actions. 

(3) Self-inspections should include a review of relevant security 
directives and instructions, as wellas interview s with producers and 
users of classifed inform ation. 

(d) Frequency. Self-inspections shallbe regular, ongoing , and 
conducted atleastannually with the senioragency 
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of fialsetting the frequency on the basis of program needs and the 
degree of classifiation activity.Activities thatgenerate significant 
am ounts of classifed inform ation shallinclude a representative sam pie 
of their originaland derivative classif iation actions. 

(e) Coverage .The senioragency of fia l shall establish self¬ 
inspection coverage requirem ents based on program and policy needs. 
Agencies with specialaccess program s shallevaluate those program s in 



accordance wild sections 4 3 (b) (2) and (4) of the 0 rder, at least 
annually. 

(f) Reporting .Agencies shalldocum entthe findings of self¬ 
inspections internally. 

(1) Internal.The senioragency of fialshallsetthe form atfbr 
docum enting self-inspection findings. As part of corrective action for 
findings and otherconcems ofa system ic nature, refresher security 
education and training should addressthe underlying cause (s) of the 
issue. 

(2) External. The senioragency of fialshall report annually to 
the D irectorof ISO 0 on the agency's self-inspection p rag ram .This 
report shall in elude: 

(i) A description ofthe agency's self-inspection program to 
include activities assessed , program areas covered, and m ethodology 
utilized; 

(iiJThe assessm entand a sum m ary ofthe findings ofthe agency 
self-inspections in the following program areas: 0 riginal 
classif cation , derivative classification , declassifcation, 
safeguarding, security violations, security education and training,and 
m anagem entand oversight; 

(iii) Specific inform ation with regard to the findings ofthe 
annualreview ofthe agency's originaland derivative classification 
actions to include the volum e of classifed m ate rials reviewed and the 
num berand type of discrepancies thatwere identifed; 

(iv) Actions that have been taken or are planned to correct 
identifed deficiencies orm isclassifcation actions, and to deter 
their reoccurrence; and 

(v) Bestpractices thatwere identifed during self-inspections. 
SubpartG -Security Education and Trailing 


Sec. 2001.70 General. 

(a) Purpose.This subpart sets standards foragency security 
education and training program s.In plem entation of these standards 
should: 

(1) Ensure that allexecutive branch em ployees w ho create, process, 
orhandle classifed inform ation have a satisfactory knowledge and 
understanding of classification , safeguarding , and declassification 
policies and procedures; 



(2) Increase uniform ±ty in the conductofagency security education 
and training program s;and 

(3) Reduce instances of over-classification or in proper 

classif cation , in proper safeguarding, and inappropriate or inadequate 
declassifcation practices. 

(b) Responsibility.The senioragency of fialis responsible for 

the agency's security education and training program .The senioragency 
of fialshalldesignate agency personnel, as necessary, to assist in 
carrying outthis responsibility. 

(c) Approach . Security education and training should be tailored to 
m eetthe specific needs ofthe agency's security program and the 
specific roles em ployees are expected to play in thatprogram .The 
agency of £ial(s) responsible forthe program shalldeterm ine the 

m eansand m ethods for providing security education and training. 
Training m ethods m ay include briefings, interactive videos, 
dissem ination of instruction aim ate rials, on-line presentations, and 
otherm edia and m ethods. Each agency shallm aintain records aboutthe 
program s ithas of£red and em ployee participation in them . 

(d) Frequency. The frequency of agency secu rity education and 
training will vary in accordance with the needs ofthe agency's 
security classification program , subject to the following requirem ents: 

(1) Initial training shallbe provided to every person who has m et 
the standards foraccess to classifed inform ation in accordance with 
section 4.1 ofthe 0 rder. 

(2) 0 rig in a l classif ication authorities shall receive training in 
proper classif cation and de classif cation priorto originally 
classifying inform ation and atleastonce each calendaryear 
thereafter. 

(3) Persons who apply derivative classification m arkings shall 
receive training in the proper application ofthe derivative 
classification principles ofthe 0 rderpriorto derivatively 
classifying inform ation and atleastonce every two years. 

(4) Each agency shallprovide som e form of refresher secu rity 
education and training at least annually forallits personnelwho 
handle orgenerate classifed inform ation. 


Sec. 2001.71 Coverage. 

(a) General. Each departm entoragency shall establish and m aintain 
a form alsecurity education and training program which provides for 



initial training, refresher training, specialized training, and 
term ination briefings. This subpart establishes fondam entalsecu riiy 
education and training standards fbroriginalcTassifcation 
authorities, derivative classifies, declassification authorities, 
security m anagers, classification m anagem entof fens, security 
specialists, and allotherpersonnelw hose duties significantly involve 
the creation orhandling of classif id inform ation .Agency of itials 
responsible fbrthe security education and training program s should 
determ ine the specific training to be provided according to the 
agency's program and policy needs. 

(b) Initial training . Allcleared agency personnelshall receive 
initial training on basic security policies, principles, practices, and 
crir inal, civil, and adm inistrative penalties. Such trailing m ust be 
provided in conjunction with the granting ofa security clearance,and 
priorto accessing classifid inform ation. 

(c) Training fororiginalclassif cation authorities. 0 riginal 
classification authorities shallbe provided detailed training on 
proper classification and declassif cation ,with an em phasison the 
avoidance of over-c la ssif cation .At a m in in urn ,the training shall 
cover classification standards, classification levels, classification 
authority, classification categories, du ration of classification, 
identification and m arkings, classification prohibitions and 

lin itatbns, sanctions, classification challenges, security 
classification guides,and inform ation sharing. 

(1) Personnelshall receive this training priorto originally 
classifying inform ation. 

(2) Ji addition to this initial training, origin a l classification 
authorities shallreceive training in proper classification and 
declassification atleastonce each calendaryear. 

(3) 0 rig inal classification authorities who do not receive such 

m andatory training atleastonce within a calendaryearshallhave 
their classification authority suspended untisuch training has taken 
place. 

(ij An agency head, deputy agency head, or senior agency of fiat 
m ay granta waiverofthis requirem entifan individuals unable to 
receive this training due to unavoidable circum stances. Allsuch 
waivers shallbe docum ented . 

(ii) W heneversuch a waiveris granted, the individualshall 
receive the required training as soon as practicable. 

(d) Training forpersonswho apply derivative classification 

m arkings. Persons w ho apply derivative classification m arkings shall 



receive 
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training in the proper application ofthe derivative classification 
principles ofthe 0 rder, em phasizing the avoidance ofover- 
classif cation . Ata m inin um , the training shallcoverthe principles 
ofderivative classif cation , classif cation levels, du ration of 
classif cation , identification and m arkings, classif cation 
prohibitions and lin Stations, sanctions, classification challenges, 
security classification guides,and inform ation sharing. 

(1) Personnelshallreceive this training priorto derivatively 
classifying inform ation. 

(2) In addition to this preparatory training, derivative 
classifies shall receive such training atleastonce every Iwo years. 

(3) Derivative classifies who do not receive such m andatory 
training atleastonce every Iwo years shall have their authority to 
apply derivative classif cation m arkings suspended until they have 
received such training. 

(i} An agency head, deputy agency head, or senior agency of fial 
m ay granta waiverofthis requirem entifan individuals unable to 
receive this training due to unavoidable circum stances. Allsuch 
waivers shall be docum ented . 

(ii) W heneversuch a waiveris granted, the individualshall 
receive the required training as soon as practicable. 

(e) Other specialized security education and training . 

Classif cation m anagem entof fers, security m anagers, security 
specialists, declassification authorities, and allother personnel 
whose duties significantly involve the creation orhandling of 
classif ed inform ation shall receive m ore detailed oradditional 
training no laterthan six m onths afterassum ption of duties that 
require other specialized training . 

(f) Annual refresher security education and training.Agencies 
shallprovide annualrefreshertraining to em ployeeswho create, 
process, or handle classifed inform ation .Annual refresher trailing 
should reinforce the policies, principles and procedures covered in 
initialand specialized training. Annualrefreshertraining should also 
address identifcation and handling ofotheragency-originated 
inform ation and foreign govemm entinform ation,aswellas the threat 
and the techniques em ployed by foreign intelligence activities 

attem pting to obtain classifed inform ation, and advise personnelof 



penalties forengaging in espionage activities. Annualrefresher 
training should also address issues orconcems identifed during 
agency self-inspections. 

(g) Term ination briefings. Except in extraordinary circum stances, 
each agency shallensure that each em ployee w ho is granted access to 
classifed inform atbn and who leaves the service ofthe agency 
receives a term ination brief mg . Also, each agency em ployee w hose 
clearance is withdrawn or revoked m ust receive such a brief mg. At a 

m in in urn , term ination brief mgs m ust in press upon each em ployee the 
continuing responsibility notto disclose any classifed inform ation to 
which the em ployee had access and the potentialpenalties fornon- 
com pliance,and the obligation to return to the appropriate agency 
of fialallclassif ed docum ents and m aterials in the em ployee's 
possession. 

(h) Other security education and training.Agencies are encouraged 
to develop additionalsecurity education and training according to 
program and policy needs. Such security education and training could 
include: 

(1) Practices applicable to U .S. of fials traveling overseas; 

(2) Procedures forprotecting classifed inform ation processed and 
stored in autom ated inform ation system s; 

(3) M ethods fordealing with uncleared personnelwhoworkin 
proxin ity to classifed inform ation; 

(4) Responsibilities of personnelserving as couriers of classifed 
inform ation; and 

(5) Security requirem ents thatgovem participation in 
intomationalprogram s. 

SubpartH-Standard Form s 


Sec. 2001.80 Prescribed standard form s. 

(a) General.The purpose ofthe standard form s is to prom ote the 
in plem entatbn ofthe govemm ent-wide inform ation security program . 
Standard form s are prescribed when theiruse wiLlenhance the 
protection of nationalsecurity inform ation and/orw ill reduce the 
costs associated with its protection .The use ofthe standard form s 
prescribed is m andatory foragencies ofthe executive branch that 
create or handle nationalsecurity inform ation.As appropriate, these 
agencies m ay m andate the use of these form s by their contractors, 



licensees, orgrantees w ho are authorized access to nationalsecucity 
inform ation. 

(b) W aivers. Except for the SF 312, "Classifed inform ation 
Nondisclosure Agreem ent,"and the SF 714, "FinancialDisclosure 
Report," (w hich are waive rable by the D irector of National 
Intelligence, as the Security Executive Agent, underE.0.13467 , 

Reform ing Processes Related to Suitability forGovemm entEm ploym ent, 
Fitness for Contractor Em ployees, and Eligibility for Access to 
Classifed National Security Inform ation)only the Dire ctorof BOO m ay 
granta waiverfrom the use ofthe prescribed standard form s.To apply 
fora waiver, an agency m ustsubm it its proposed alternative form to 
the Directorof BO0 along with its justification foruse.The Director 
ofEOO wiLlreview the requestand notify the agency ofthe decision. 

W aivers approved prior to Decern ber29,2009, rem ain in ef^ctand are 
subject to review. 

(c) Availability. Agenciesm ay obtain copiesofthe standard form s 
prescribed by ordering through FEDSTRP/M 1LSTRP orfrom the GSA 
Con sum erGlobalSupply Centers, orthe GSA Advantage on-line service. 
Som e ofthese standard form s can be downloaded from the GSA Form s 
Library. 

(d) Standard Form s.Standard form s required for application to 
nationalsecurity inform ation are as follows. 

(1) S F 311,Agency Security C la ssif cation M anagem ent Prog ram Data: 
The SF 311 is a data collection form com pleted by only those executive 
branch agencies thatcreate and/orhandle classifed nationalsecu rity 
inform ation. The form isarecord of classification m anagem ent data 
provided by the agencies.The agencies subm it the com pleted form s on an 
annual basis to BOO ,no later than Novem ber 15 following the reporting 
period, for in elusion in a reporttothe President. 

(2) SF 312, Classif ed Inform ation Nondisclosure Agreem ent: 

(ij The SF 312 is a nondisclosure agreem entbetween the United 
States and an em ployee ofthe FederalG ovemm entorone of its 
contractors, licensees, orgrantees.The prior execution ofthis form 
by an in dividual is necessary before the United States G ovemm entm ay 
grant that individualaccess to classifed inform ation , with the 
exception ofan em ergencyas defined in section 4.2 (b) of the 0 rder. 

(ii) Electronic signatures on SF-312s are prohibited . 

(iii) The SF 312 isthe current authorized form ; if an em ployee 
originally signed the now outdated SF 189 orSF 189-A,ora form under 
an approved waiver, as agreem ent to nondisclosure, the form s rem ain 
valid .The SF 189 and SF 189-A are no longer available for use with new 



em ployees. 

(iv) The use of the "Security Debrief mg Acknowledgem ent" portion 
ofthe SF 312 is optionalatthe discretion ofthe in plem enting agency. 
Ifan agency chooses notto record its debriefmg by signing/da ting the 
debriefmg section ofthe SF 312,then 
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the agency shallprovide an alternative record . 

(v) An authorized representative ofa contractor, licensee, 

g ran tee, or other non -G ove mm ent o rganization, acting as a designated 
agentofthe United States, m ay witness the execution ofthe SF 312 by 
anothernon-Govemm entem ployee,and m ay acceptiton behalfofthe 
U nited States. Also, an em ployee of a U nited States agency m ay w itness 
the execution ofthe SF 312 by an em ployee, contractor, licensee, or 
grantee of another U nited States agency, provided thatan authorized 
United States G ovemm entof fialor, for non-G ovemm entem ployees 
only, a designated agentofthe United States subsequently accepts by 
signature the SF 312 on behalfofthe United States. 

(vi) The provisions ofthe SF 312,the SF 189,and the SF 189-A do 
not supersede the provisions of5 U.S.C.2302,which pertain to the 
protected disclosure ofirform ation by Gove mm entem ployees, or any 
other laws ofthe United States. 

(vii) Each agency m ust retain its executed copies ofthe SF 312 , SF 
189,and SF 189-A in fie system s from which an agreem entcan be 
expeditiously retrieved in the event that the United States m ust seek 
its enforcem entora subsequentem ployerm ustconfim its prior 
execution .The original, ora legally enforceable focsin ile that is 
retained in lieu ofthe original, such asm icrof ihe, m icrof hi , 

com puterdisk, orelectronic storage m ediim ,m ustbe retained for50 
years following its date ofexecution. Foragreem ents executed by 
civilian em ployees of the U nited States G ovemm ent, an agency m ay store 
the executed copy ofthe SF 312 and SF 189 in the U nited States 0 f fe 
of Person nelM anagem ent's 0 f fialPersonnelFolderas a long-term 
(right side) docum entforthatem ployee. An agency m ay perm it its 
contractors, licensees, and grantees to retain the executed agreem ents 
oftheirem ployees during the tin e of em ploym ent. Upon the term ination 
ofem ploym ent, the contractors, licensee, orgrantee shalldeliverthe 
originator legally enforceable focsin He ofthe executed SF 312 , SF 
189,orSF 189-A ofthatem ployee to the Govemm entagency prin arfly 
responsible forhis or herclassifed work. A contractor, licensee, or 



grantee ofan agency participating in the NationallndustrialSecurity 
Program shallprovide the copy orlegally enforceable focsin He ofthe 
executed SF 312, SF 189,orSF 189-A of a term inated em ployee to their 
cognizant security of fe. Each agency shall in form EO 0 ofthe fie 
system s that it uses to store these ag reem ents foreach category of 
affcted individuals. 

(viii) Only the D irectorof Nationalfitelligence, as the Security 
Executive Agent, m aygrantan agency's request fora waiver from the 
use ofthe SF 312.To apply fora waiver,an agency m ustsubm it its 
proposed alternative nondisclosure agreem entto the Directorofthe 
SpecialSecuriiy Center (SSC),Of fe ofthe D irector of National 
Intelligence,along with a justif cation for its use. The Director, 

SSC , shallrequesta determ ination aboutthe alternative agreem ent's 
enforceability from the Departm entoflistice. 

(ix) The nation a l stock num berforthe SF 312 is 7540-01-280-5499. 

(3) SF 700, Security Containerlrform ation: The SF 700 provides the 
nam es, add resses, and telephone num bers of em ployees w ho are to be 
contacted if the security containertowhich the form pertains is found 
open and unattended.The form also includesthe m eansto m aintain a 
current record ofthe security container's com bination and provides the 
envelope to be used to forward this inform ation to the appropriate 
agency activity or of fial. If an agency determ iies, as partofits 

risk m anagem ent strategy, that a security containerinform ation form is 
required, the SF 700 shallbe used . Parts 2 and 2A ofeach com pleted 
copy ofSF 700 shallbe classifed atthe highestlevelof 
classifcation ofthe inform ation authorized forstorage in the 
security container. A new SF 700 m ustbe com pleted each tin e the 
com bination to the security containeris changed.The nationalstock 
num berforthe SF 700 is 7540-01-214-5372. 

(4) SF 701, Activity Security Checklist: The SF 701 provides a 

system atic m eans to m ake a thorough end-of-day security inspection for 
a particularwork area and to allow forem ployee accountability in the 
event that irregularities are discovered . If an agency determ ines, as 
partofits risk m anagem ent strategy, that an activity security 
checklist is required, the SF701wiU.be used. Com pletion, storage, 
and disposition ofSF 701 wiLlbe in accordance with each agency's 
security regulations.The nationalstock num berforthe SF 701 is 7540- 
01-213-7899. 

(5) SF 702, Security ContainerCheck Sheet:The SF 702 provides a 
record ofthe nam esand tin esthatpersons have opened, closed , or 
checked a particular container that holds classifed inform ation. If an 



agency determ ines, as partofits risk m anagem ent strategy, that a 
security container check sheet is required ,the SF 702 wiLlbe used . 

Com pletbn , storage, and disposalof the SF 702 wiLlbe in accordance 
with each agency's security regulations.The nationalstock num berof 
the SF 702 is 7540-01-213-7900. 

(6) SF 703,TOP SECRET Cover Sheet: The SF 703 serves as a shield 
to protect Top Secret classif ed in-form ation from inadvertent 
disclosure and to alert observers thatTop Secret inform ation is 
attached to it. If an agency determ ines, as part of its risk m anagem ent 
strategy, that a TO P SECRET cover sheet is required, the SF 703 wiLlbe 
used .The SF 703 is af fed to the top ofthe Top Secretdocum entand 
rem ains attached untilthe do cum entisdowngraded, requiring the 
appropriate classif rtation levelcover sheet, declassifed, or 
destroyed .W hen the SF 703 has been appropriately rem oved, itm ay, 
depending upon its condition, be reused .The nationalstock num berof 
the SF 703 is 7540-01-213-7901. 

(7) SF 704, SECRET Cover Sheet: The SF704 servesasa shield to 
p rotect Secret classif ed inform ation from inadvertent disclosure and 
to alert observers that Sec ret in form ation is attached to it. If an 
agency determ ines, as partofits risk m anagem ent strategy, that a 
SECRET coversheetis required,the SF 704 wiLlbe used.The SF 704 is 
af fed to the top ofthe Secretdocum entand rem aiis attached until 
the docum entisdowngraded, requiring the appropriate classification 
levelcover sheet, declassifed, ordestroyed . W hen the SF 704 has been 
appropriately rem oved , itm ay, depending upon its condition, be reused . 
The nationalstock num berof the SF 704 is 7540-01-213-7902 . 

(8) SF 705, CON FI) ENT1AL Cover Sheet: The SF 705 serves as a shield 
to protectConfdentialclassifed inform ation from inadvertent 
disclosure and to alert observers thatConfdentialinform ation is 
attached to it. If an agency determ ines, as partofits risk m anagem ent 
strategy, that a CON FD ENT1AL coversheetis required ,the SF 705 will 
be used .The SF 705 is af fed to the top ofthe Confdentialdocum ent 
and rem aiis attached untilthe docum entis destroyed .WhentheSF705 
has been appropriately rem oved , itm ay, depending upon its condition, 
be reused .The nationalstock num berofthe SF 704 is 7540-01-213-7903 . 

(9) SF 706, TO P SECRET Label: The SF 706 is used to identify and 
p rotect electronic m edia and otherm edia that contain Top Secret 
inform ation.The SF 706 is used instead ofthe SF 703 form edia other 
than docum ents.Ifan agency determ iies,as partofits risk m anagem ent 
strategy, that a TO P SECRET label is required ,theSF706wiLlbe used . 

The SF 706 is af fed to the m edium containing Top Secret 
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inform ation in a m annerthatwould not adversely af Metope ration of 
equipmentinwhich the m edium is used .Once the labelhas been applied, 
itcannotbe rem oved .The nationalstock num berofthe SF 706 is 7540- 
01-207-5536. 

(10) SF 707, SECRET Label: The SF 707 is used to identify and 
protect electronic m edia and otherm edia that contain Secret 

inform ation.The SF 707 is used instead ofthe SF 704 form edia other 
than docum ents.Ifan agency determ iies, as partofits risk m anagem ent 
strategy, thata SECRET labelis required , the SF 707 wilbe used .The 
SF 707 is af fed to the m edium containing Secretinform ation in a 
m annerthatwould notadversely af^ctoperation ofequipm entin which 
the m edium is used .Once the labelhas been applied, it cannot be 
rem oved .The nationalstock num beroftheSF707 is7540-01-207-5537. 

(11) SF 708, CO N FI) ENT1AL Label: The SF 708 is used to identify and 
protect electronic m edia and otherm edia that contain Confdiential 
inform ation.The SF 708 is used instead ofthe SF 705 form edia other 
than docum ents.Ifan agency determ iies, as partofits risk m anagem ent 
strategy, thata CON FD ENT1AL labelis required ,theSF708wiLlbe 

used .TheSF708 isaf fed to the m edium containing Confdiential 
inform ation in a m annerthatwould notadversely af diet operation of 
equipmentinwhichthem edium is used .Once the labelhas been applied, 
itcannotbe rem oved .The nationalstock num berofthe SF 708 is 7540- 
01-207-5538. 

(12) SF 709, CLASSF1ED Label: The SF 709 is used to identify and 
protect electronic m edia and otherm edia that contain classifed 
inform ation pending a determ ination by the classiferof the specif i 
classif cation levelof the inform ation . If an agency determ ines, as 
partofits risk m anagem ent strategy, thata CLASSF1ED labelis 
required ,theSF709wiLlbe used .The SF 709 is af fed to the m edium 
containing classifed inform ation in a m annerthatwould notadversely 
af^ct operation ofequipm entin which the m edium is used. Once the 
labelhas been applied , it cannot be rem oved . W hen a classif er has 

m ade a determ ination ofthe specific levelof classification ofthe 
inform ation contained on the m edium , either the SF706,SF707,orSF 
708 shallbe af fed on top ofthe SF 709 so thatonly the SF 706, SF 
707,orSF 708 is visible .The nationalstock num berofthe SF 709 is 
7540-01-207-5540. 

(13) SF 710, UNCLASSF1ED Label: ham ixed environm entin which 



classifffid and unclassifffid irform atfon are being processed orstored, 
the SF 710 is used to identify electronic m edia and otherm edia that 
contain unclassifffid inform ation. Its function is to aid in 
distinguishing am ong those m edia thatcontain either classifffid or 
unclassifffid inform ation in a m ixed environm ent. If an agency 
determ ines,aspartofi±s risk m anagem ent strategy, that an 
UN CLASS FED labelis required ,theSF710wiLlbe used .The SF 710 is 
af fed to the m ediim containing unclassifffid irform ation in a m anner 
thatwould notadversely af Metope ration ofequipm entii which the 
m edium is used .Once the label has been applied, it cannot be rem oved . 
However, the labelis sm allenough so thatitcan be wholly covered by 
a SF 706,SF 707,SF 708,orSF 709 ifthe m edium subsequently contains 
classifffid inform ation.The nationalstock num berofthe SF 710 is 
7540-01-207-5539. 

(14) SF 711, DATA DESCRPTOR Label; The SF 711 is used to identify 
additfonalsafeguarding controls thatpertain to classifffid inform ation 
that is stored or contained on electronic or otherm edia . If an agency 
determ ines,aspartofi±s risk m anagem ent strategy, that a DATA 

D ESCRPTO R labelis required ,theSF711wiLlbe used .The SF 711 is 
af fed to the electronic m edium containing classifffid inform ation in a 
m annerthatwould notadversely af^ctoperation ofequipm entin whxh 
the m edium is used .TheSF711 is ordinarily used in conjunction with 
theSF 706,SF 707,SF 708,orSF 709,as app rop riate. 0 nee the label 
has been applied, it cannot be rem oved .The SF 711 provides spaces for 
inform ation thatshould be com pleted as required.The nationalstock 
num berofthe SF 711 is 7540-01-207-5541. 

(15) SF 714, FinancialDisclosure Report:W hen required by an 
agency head or by the D irectorof National Intelligence, as the 
Security Executive Agent,the SF 714 contains inform ation thatis used 
to m ake personnelsecurity determ inations, including whetherto granta 
security clearance;to allow access to classifffid inform ation, 
sensitive areas,and equipm ent;orto perm itassignm entto sensitive 
natbnalsecurity positions.The data m ay laterbe used as a partofa 
review process to evaluate continued eligibility foraccess to 
classifffid inform ation oras evidence in legalproceedings.The SF 714 
assists law enforcem entagencies ii obtaining pertinent inform ation in 
the prelin inary stages of potentialespionage and counterterrorism 
cases. 

(16) SF 715,Govemm ent D eclassif iatfon Review Tab:The SF 715 is 
used to record the status of classifffid natbnalsecurity inform atfon 
reviewed for declassification .The SF 715 shall be used in all 



situations that call for the use ofa tab as partofthe processing of 
records determ ined to be ofperm a nent historical value. The national 
stock nurn berfortheSF715 is 7540-01-5374689. 

SubpartI--Reportrig and Definitions 


Sec. 2001.90 Agency annualreporting requirements. 

(a) Delegations of origin al classification authority. Agencies 
shall report delegations of originalclassif iation authority to BOO 
annually in accordance w ith section 1.3(c)ofthe Orderand Sec. 
2001.11(c). 

(b) Statistical reporting .Each agency that creates or safeguards 
classifed inform ation shallreportannuallyto the DirectorofEOO 
statistics related to its security classification program .The Director 
willinstructagencieswhatdata elem ents are required,and how and 
when they are to be reported . 

(c) Accounting forcosts. 

(1) Inform ation on the costs associated with the in plem entation of 
the 0 rderwillbe collected from the agencies.The agencies will 
provide data to E00 on the costestin ates for classification-related 
activities. BOO will report these costesthi ates annually to the 
President.The agency seniorof fialshould work closely with the 
agency com p trailer to ensure that the bestestin ates are collected . 

(2) The Secretary ofDefense, acting as the executive agentforthe 
NationallhdustrialSecuriiy Program underE.0 .12829,asam ended, 
NationallhdustrialSecuriiy Program ,and consistentwith agreem ents 
entered into undersection 202 ofE.0.12989,as am ended , will collect 
costestin ates for classification-related activities of contractors, 
licensees, certificate holders, and grantees, and reportthem to BOO 
annually. BOO will report these costestin ates annually to the 
President. 

(d) Self-Inspections. Agencies shallreportannually to the 

D irectorof BOO as required by section 5 .4(d)(4) of the 0 rde rand 
outlined in Sec. 2001.60(f). 


Sec. 2001.91 Otheragency reporting requirem ents. 


(a) Inform ation declassifed w ithout proper authority. 



D eterm inations that classify inform ation has been declassify 
w ithout proper authority shall be prom ptly reported in w riling to the 
D irectorof EO 0 in accordance with Sec. 2001.13(a). 

(b) Reclassification actions. Reclassification of inform ation that 
has been declassify and released under 
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proper authority shallbe reported prom ptly to the NationalSecurity 
Advisorand the Directorof E00 in accordance with section 1.7(c)(3) 
of the 0 rderand Sec. 2001.13(b). 

(c) Fundam entalclassifrtation guidance review.The initial 

fondam entalguidance review is to be com pleted no laterthan line 27, 
2012.Agency heads shallprovide a detailed report sum m arizing the 
results of each classif rtation guidance review to E0 0 and release an 
un classify version to the public in accordance with section 1.9 of 
the 0 rderand Sec. 2001.16(d). 

(d) Violations ofthe Order. Agency heads or senior agency 
of rtials shall notify theDirectorofEOO when a violation occu rs 
under sections 5 .5 (b)(1), (2), or (3) ofthe 0 rderand Sec. 

2001.48(d). 


Sec. 2001.92 Definitions. 

(a) Accessioned recordsm eans recordsofperm anent historical value 
in the legalcustody of IMARA. 

(b) Authorized person m eansa personwho hasa -favorable 
determ in ation of eligibility for access to classify inform ation,has 
signed an approved nondisclosure agreem ent, and has a need-to-know. 

(c) Classif rtation m anagem entm eans the life-cycle m anagem entof 
classify nationalsecu rity inform ation from origin a l classif rtation 

to declassif rtation. 

(d) Cleared com m ercialcarrierm eans a carrier that is authorized 
by law , regulatory body, or regulation , to transport Secret and 
Confdentialm aterialand has been granted a Secret-facility clearance 
in accordance with the NationallhdustrialSecuriiy Program . 

(e) Controlm eans the authority ofthe agency that originates 
inform ation, or its successor in -function , to regulate access to the 
inform ation. 

(f) Em ployee m eansa person, other than the Presidentand Vice 



President, em ployed by, detailed orassigned to, an agency, including 
m em bens of the Arm ed Forces; an expert or consultant to an agency; an 
industrialor com m ercia l con tractor, licensee, certificate holder, or 
grantee of an agency, including allsubcontractors; a personalservices 
contractor; orany other category of person who acts fbroron behalf 
ofan agency as determ ined by the appropriate agency head . 

(g) Equity refers to inform ation : 

(1) 0 riginally classifed by orunderthe controlof an agency; 

(2) I) the possession ofthe receiving agency in the eventof 
transfer of function; or 

(3) In the possession ofa successor agency foran agency thathas 
ceased to exist. 

(h) Exem pted m eans nom enclature and m arkings indicating inform ation 
has been determ ined to follwithin an enum erated exem ption from 

autom atic declassification underthe 0 rcler. 

(i) Facility m eans an activity ofan agency authorized by 
appropriate authority to conduct classifed operations or to perform 
classifed work. 

(j) Federal record includes allbooks, papers, m aps, photographs, 

m a chine-readable m ate rials, orotherdocum entary m ate rials, regardless 
of physical form or characteristics, m ade or received byan agency of 
the U nited States G ovemm ent under Federal law or in connection w ith 
the transaction ofpublic business and preserved orappropriate for 
preservation by thatagency orits legitin ate successoras evidence of 
the organization, fonotions, policies, decisions, procedures, 
operations, or other activities of the G ovemm entorbecause ofthe 
inform ationalvalue of data in them . Library and m useum m aterialm ade 
oracquired and preserved solely for reference, and stocks of 
publications and processed docum ents are notincluded . (44 U .S .C . 3301) 

(k) Newly discovered records m eans records that we re inadvertently 
not reviewed priorto the ef Active date of autom atic declassification 
because the appropriate agency personnelwere unaware oftheir 
existence. 

(l) 0 pen storage area m eans an area constructed in accordance with 
Sec. 2001.53 ofthispartand authorized by the agency head for open 
storage of classifed inform ation . 

(m ) 0 rig ina l classification authority with jurisdiction over the 
inform ation includes: 

(1) The of fialwho authorized the originalclassif cation , if 
thatof fialis stQlserving in the sam e position; 

(2) The originator's current successor in function; 



(3) A supervisory of fialof either; or 

(4) The senior agency of fialundertheOrder. 

(n) Perm anentrecordsm eansany Fed era l re cord that has been 
determ ined by the NationalArchives to have suf fientvalue to warrant 
its preservation in the NationalArchi/es. Perm anent records include 
allrecords accessioned by the NationalArchi/es into the National 
Archives and laterincrem entsofthe sam e records,and those ibrwhich 
the disposition is perm anenton SF 115s, Request fbrRecords 

D isposition Authority, approved by the NationalArchi/es on or after 
May 14,1973. 

(o) Perm anently valuable inform ation orperm anent historical value 
refers to inform ation contained in : 

(1) Records that have been accessioned by the NationalArchi/es; 

(2) Records that have been scheduled as perm anent undera records 
disposition schedule approved by the NationalArchi/es; and 

(3) Presidentialhistoricalm aterials, presidential records or 
donated historicalm aterials located in the NationalArchi/es, a 
presidentiallibrary, orany otherapproved repository. 

(p) Presidentialpapers, historicalm aterials, and records m eans 
the papers orrecords ofthe form erPresidents underthe legalcontrol 
of the Archivist pu rsuant to sections 2111,2111 note, or 2203 of title 
44, U .S.C . 

(q) Redaction m eans the rem ovalof classifed inform ation from 
copies of a docum ent such that recovery ofthe inform ation on the copy 
is notpossible using any reasonably known technique oranalysis. 

(r) Risk m anagem ent principles m eans the principles applied for 
assessing threats and vulnerabilities and in plem enting security 
counterm easureswhile m axin iziig the sharing ofinform ation to achieve 
an acceptable levelof risk atan acceptable cost. 

(s) Security-in-depth m eans a determ ination by the agency head that 
a -facility's security program consists oflayered and com plem entary 
security controls suf fientto deterand detect unauthorized entry and 

m ovem entwithin the facility. Exam pies include, butare notlin ited to, 
use of perir eter fences, em ployee and visitor access controls, use of 
an Intrusion Detection System (DS), random guard patrols throughout 
the facility during nonworking hours, closed circuitvideo m onitoring 
orothersafeguards thatm itigate the vulnerability ofopen storage 
areas withoutalarm sand security storage cabinets during nonworking 
hou rs. 

(t) Supplem entalcontrols m eans prescribed procedures orsystem s 
thatprovide security controlm easures designed to augm entthe physical 



protection of classifed inform ation . Exam pies of supplem entalcontrols 
include intrusion detection system s, periodic inspections of security 
containers orareas, and security-in-depth . 

(u) Tern porary records m eans Federal re cords approved by NARA for 
disposal, either in m ediately or after a specif ed retention period . 

Also called disposable records. 

(v) Transclassif cation m eansinform ation thathasbeen rem oved 
from 
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the Restricted Data category in orderto carry outprovisions ofthe 
NationalSecurity Act of 1947, as am ended,and safeguarded under 
applicable Executive orders as "NationalSecurity Inform ation 
(w ) Unscheduled records m eans Federalrecords w hose fmal 
disposition has not been approved by NARA. All records that fell under 
a NARA approved records controlschedule are considered to be scheduled 
records. 

PART 2003-[REM OVED] 

0 

2.Underthe authority ofE.0.1295 8,60 FR 19825,3 CFR Com p., p.333 
as am ended by E .0.13292,68 FR 15315, M arch 28,2003, rem ove and 
reserve 32 CFR part2003. 

D ated : line 22,2010 . 

Wiliam J. Bosanko, 

D irector, Inform ation Secu rity 0 versightO f fe. 

Approved: line 22,2010. 

D avid S. Ferriero, 

Archivist ofthe United States. 
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